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1 Overview

The InstaGate 305 is a high-performance security appliance tailored to protect small-to-
medium networks from modern-day threats such as Viruses, Worms, Trojans, Spyware,
Intrusions, DoS Attacks, Hacking, Unauthorized Access and more. The InstaGate 305
also features a sophisticated toolset of virtual private network (VPN) utilities, allowing
remote users and remote locations easily and securely connect with one another.

The InstaGate 305 is an intelligent security appliance that integrates multiple security
functions into a single, easy to install and manage platform. The InstaGate features a
Deep Packet Inspection Firewall, IPSec VPN, Advanced NAT modes, Intrusion
Prevention, Gateway Antivirus, Content Filtering, and more. The device also features a
secure, intuitive and easy-to-use web-based management interface for management
across the Internet, and features a complete command-line interface for local
management.

The InstaGate is ideal for small-but-data-intensive network environments, providing high
performance through each of its 5 interfaces (including a 10/100 Mbps Ethernet WAN
port, a 10/100 Mbps Ethernet DMZ (Demilitarized Zone) port and an integrated three-
port 10/100 Mbps Ethernet LAN switch).



2  Hardware Installation

2.1 Front Panel

The front panel of the InstaGate is shown below. (see Figure 1)
Error! Objects cannot be created from editing field codes.

Figure 1: Front Panel of the InstaGate
2.2 LED Indicators

LED | Status | Indication

Power LED

Power Green Normal operation
OFF Power failed

Testing LED

Ready Green Power on system testing is ok.
OFF Power on system testing is processing now.

LAN LED / DMZ LED / WAN LED

Link/Act |Green A port has established a valid 10/100Mbps

network connection.

Green Incoming traffic is entering the port.
(Blinking)

FDX/Col |Yellow The port is operating in full duplex mode.
OFF The port is operating in half duplex mode.
Yellow When collision in the segment occurs, the
(Blinking) LED’s will be blinking.

Speed Green The port is operating in 100Mbps mode.
OFF The port is operating in 10Mbps mode.

Table 1: LED Indicators
2.3 Rear Panel

The rear panel of the InstaGate connects with the power cord. The InstaGate is
compatible with 100~240 AC and 50~60 Hz.

2.4 Console Port

To configure the system using the console port, connect one end of a RS232 serial cable
to a COM port on a PC or notebook computer and the other end of the cable to the
Console Port of the InstaGate.

2.5 Reset Button

The reset button is used to reboot the system.



2.6 10/100 Mbps Ethernet WAN

The 10/100 Mbps Ethernet WAN port connects to Internet via broadband modem or
router.

2.7 Auto-negotiating 10/100 Mbps Ethernet DMZ

DeMilitarized Zone port can be attached with public servers. (Web, FTP, etc.)

2.8 Auto-negotiating 10/100 Mbps Ethernet LAN
The LAN interface automatically detects the speed mode of 10 Mbps or a 100 Mbps.

2.9 Battery Warning
CAUTION

There is danger of explosion if the battery is not replaced correctly. Replace only
with the same or equivalent type recommended by the manufacturer. Dispose of used
batteries according to manufacturer’s instructions.



3 Initial Setup

3.1 The Web User Interface

To perform the initial configuration through the Web user interface, change the IP
address of the managed PC to the same subnet as the LAN interface of the InstaGate and
connect the managed PC to the InstaGate by Ethernet.

To Receive a Dynamic IP Address by configuring Windows:
1. Select Start, then choose Settings > Network and Dial-up Connections.

2. Select the Local Area Connection.
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Figure 2: Local Area Connection Status

3. Select Properties.

The Local Area Connection Properties dialog box appears as:
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Figure 3: Local Area Connection Properties

4. Select Internet Protocol (TCP/IP) then select Properties.
The Internet protocol (TCP/IP) Properties dialog box appears as:
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Figure 4: TCP/IP Properties
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5. Select Obtain an IP address automatically and Obtain DNS server address
automatically.

6. Select OK. You may need to restart your computer for the settings to take effect.

Note - The procedural steps above is applicable to Windows 2000 only. For Windows
95/98/ME/NT/XP, refer to your Windows Documentation.

To Configure the IP Address of the managed PC manually:
If not using DHCP, you need to assign an IP address to each computer manually.

The InstaGate default IP address and the corresponding netmask are 192.168.1.1 and
255.255.255.0 respectively. You can log on through a Web browser and configure the
InstaGate via the URL “https://192.168.1.1”. After you connect to the InstaGate the login
page appears (see Figure 5). You may login the system by using the default username and
password. The default user name is “admin” with a password of “123456”.

eSoft

InstaGate 305

Usernarme

Fassword

Figure 5: Login screen

3.2 The Command Line Interface

The command line interface provides the basic configuration functions. To configure the
InstaGate via the command line interface, you must connect the InstaGate and the
management station by an RS-232 console cable. You also have to run the
“HyperTerminal” program or a VT100 terminal emulator on the management station.



The following steps are the guideline for connecting the InstaGate and the management
station.

1. Connect the serial cable from the management station to the console port on the
InstaGate.
Start the HyperTerminal or the terminal emulator on the management station.
To create a new connection, type the name and select an icon, and then select OK.
The Connect To dialog box is appeared.
Select the serial port to which the serial cable is connected to the management
station (usually COM1 or COM2), and select OK.
The COM1 (or COM2) Properties dialog box is appeared.
Configure the port settings as follows, and then select OK:
— serial communications 115200 bps
8 bit
no parity
— 1 stop bit
— no flow control
Press the ENTER key to see the login prompt.
9. Log in using the admin username and password. The default username is
“admin” with a password of “123456.

el

—

*

3.2.1 LAN Interface Setup

To setup the LAN interface or to get the interface information use the following steps:
1. Enter “system” and then press the ENTER key

Enter “interface” and press the ENTER key

Enter “/an” and press the ENTER key

S

Enter “ip 192.168.1.1 netmask 255.255.255.0” and press the ENTER key.
Substitute the IP address that will be assigned to the InstaGate for 192.168.1.1 and
choose the appropriate netmask for your network environment.

5. After you press the ENTER key, the following message appears.

Setup/System/Interface/LAN>ip 192.168.1.1 netmask
255.255.255.0

LAN INTERFACE

Enable NAT Policy = yes
IP Address = 192.168.2.1
Netmask = 255.255.255.0

To Apply These Settings please reboot




Reboot the InstaGate for the LAN interface changes to take affect. Connect to the Web
interface as outlined in section 3.1 to complete the configuration of the InstaGate using
the Setup Wizard.

3.2.2 Get Interface Information

You can get the system interface information by entering “status” and pressing the
ENTER key.

3.2.3 Additional Help

To see a list of available command press the “?”” key at any time. A list of available
command or options will be displayed similar to the following.



4 Setup Wizard

4.1 System Setup Wizard
Step 1:
4.1.1 Setup Time

The user interface of the InstaGate provides an easy way to setup the system time. All
you have to do is select the “Synchronize Now” button under “Main Menu>Step
Wizard>System Setup>". After you select this button, the system clock is synchronized
with the administrator’s workstation as shown in Figure 6.

Main Menu > 5 = Systern Setup

System Setup: Step 1 — Date & Time
Date & Time Settings

Curent System  ongs gy 25, Monday,
Tirme

O Synchranize
with Metwark

Tirne Protocol
(MTP) server

Time Zane _(GMTJ Graenwich Maan Time : Dublin, Edinhurgh, Lisbaon, Landon L.J

Daylight © Enabled @ Disable
Savings

@ Tirner Morth America - 192.43.244 .18 |;|
Server

O Other ] ; ] J J ; ]
Timer Server (IF
Address)

® Synchranize Synchronize Mow ]

with client

Figure 6: System time setup
Select on the “Next” button to move to the next step.
Step 2:
4.1.2 Network Mode Setup

The user interface of the InstaGate provides an efficient way to configure WAN interface.
It provides three methods mentioned below for configuring the WAN interface

e PPPoE
e Dynamic (DHCP), and
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e Static.
Step 3
4.1.3 Configure WAN IP

The InstaGate provides a way to configure the WAN. For this please select the “PPPoE”,
“Dynamic (DHCP)” or “Static” option depending on your connection to the Internet. The
“Enable NAT” allows you to enable/disable the default NAT rule. To enable the default
NAT rule, select the “Enable NAT” check box. NAT function allows many hosts on the
private network with private IP address to access Internet using one public IP address.

System Setup: Step 2 — ISP Connection Settings (WAN)
WAN Settings
O PPPoE
Connectfo internet via ADSL modam
O Dynamic (DHCF)
Automaticaily configure WAN settings frorm DHCP sener
® Static
Specify fed WAN seltings
Default Firewall Policy
Enable NAT
Enable defzauit NAT policies on LAN interface

[ Back ] ’ Mext ]

Figure 7: Network Mode (Static configuration)

4.1.3.1 PPPoE Connection Settings

If you want to access the Internet via a DSL modem that uses PPPoE, select the “PPPoE”
option. The “Enable NAT” allows you to enable/disable the default NAT rule. To enable
the default NAT rule, select the “Enable NAT” check box. Then select on the “Next”
button to move over to the next step.

If you connect to the internet via a DSL modem you require username, password and the
server name (optional) that you got from your ISP to be filled as shown in Figure 8. If
you want your DSL connection to always be on, please choose the “Always connected”
option.

Alternatively you can choose “On-demand with disconnect after idle time” which means
that when you transmit any data to the Internet, the InstaGate will connect to the ISP
automatically. The “idle time” means that after idle time expires, the system will suspend
the Internet connection.

The option “CLAMP the MSS to 1360 for AOL” means that for some special ISP like
AOL you need to CLAMP the MSS to 1360.The “MTU” means that you can specify
MTU for PPPoE. After you fill up the user name, password and server name select the
“Next” button to move on to the next step.



System Setup: Step 3 — ISP Connection Seftings (WAN) — PPPoE
PPPoE Settings
Username

|ugername
Username specified by your senvice provider
Password esssssss
Fasaword specified By our senvice provider

Server Address (if required)

Sener Address if specified by your senvice providar

@ Always connected

O On-demand with disconnact after idle time of D minutels)
[ CLAMP the MSS to 1380 For ACL

MU 14 |

Back ] [ REFS

Figure 8: PPPoE Information

4.1.3.2 Dynamic (DHCP) Connection Settings

The InstaGate provides an efficient way to get WAN interface configuration from an
external DHCP server. For this please select “Dynamic (DHCP)” option. Then select on
the “Next” button to move over to the next step.

System Setup: Step 2 — ISP Connection Settings (WAN)
WAN Settings
O PPPoE
Connectio Internet via ADSL modern
@ Dynamic (DHCP)
Automaticafly configlire WAN seftings from DHCF senier
O Static
Speciy fixed WAN seftings
Default Firewall Policy
Enable NAT
Enable default NAT policies on LAN interface

= | ogout

[ Back ] ’ Mext ]

Figure 9: Network Mode (DHCP Client)

4.1.3.3 Static Connection Settings

To configure the WAN interface manually you need to specify the IP address, network
mask, default gateway and Domain Name Server (DNS) IP address for the WAN
interface. IP address is the IP address of your WAN interface. Network mask is the
network mask of your WAN interface.
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The default gateway is the default gateway of the host. The DNS IP address is the IP
address of your Domain Name Server. After you finish up filling these fields select on the
“Next” button to move on to the next step.

System Setup: Step 3 — ISP Connection Settings (WAN) — Static

Static Settings

IP Address I192.168.1.1
TP Address of vour WAN inferface

Metrmask |255.255.255.D
Netmask of your WAN inferface

Gateway IP Address |192_168_1_1
Default Gateway 1P Address for vour WAN inferface

DNS Server IP Address |168.95.192.1|

ONE Senver [P address for your WAN interface

Back I Mext

Figure 10: Configure WAN IP

Step 4
4.1.4 Configure LAN IP

In order to access the Internet through a DSL modem, you need to specify the IP address
and network mask of your LAN interface as shown in the Figure 11. The IP is the LAN
interface IP. All hosts in the sub-network reach the InstaGate by this LAN interface IP.
The LAN interface may be a public IP address that you got from NIC (Network
Information Center) or a private IP address. If the IP address is private, you have to
enable the NAT (Network Address Translation) function. After you finish select on the
“Next” button to move on to the next step.

System Setup: Local Network (LAN)
LAN Settings
IP Address 192.168.2.1

1P Adidress of your LAN Interace
Metrnask 256 255 25600
* | ogout Netmask of your LAN Interface

’ Back ] ’ Mext

Figure 11: Configure LAN IP
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Step 5
4.1.5 Configure DHCP Server

In order to access Internet through a DSL modem, you need to configure the DHCP
Server. By selecting “Enable DHCP server” you get the IP address automatically from
the range specified in the “IP range” field. If you disable DHCP server then you will not
obtain the IP address automatically. Then select on the “Next” button to move over to the
next step as shown in the Figure 12. After you select the “Finish” button the device will
reboot automatically with the appropriate setting.

System Setup: DHCP Server
DHCP Server Settings

Enable DHCP Server
IP Address range 192 168.2. |11 —192.168.2. |50

Ifyow enable the DHC R server, specify the range of | P addresses for clients on the nedwork

Logout Back ] ’ Mext

Figure 12: Configure DHCP Server
4.1.6 Registration

Enter your contact information to access important services such as the SoftPak Director
and InstaGate Software Care, Hardware Care, and Phone/Email support.

Correct billing information is required in order to purchase SoftPaks through the SoftPak
Director. After you select the “Finish” button the device will reboot automatically with
the appropriate settings.



hain hMenu m Setup

System Setup: Registration

Please keep your InstaGate registration information up-to-date in order to access important senices such as the SoftPak Director and
InstaGate Software Care, Hardware Care, and Phone/Ernail Care support
Correct billing information is required in order to purchase SoftPaks through the SoftPak Director.

Registration has been previously sent : Thu Jun 30 16:27:24 UTC 2005

Billing Address

Marne of My Campany Billing Contact John Doe
Crganization

Address 1 Main St City Broormfield

Country United States \:J

State or Province Colorado D Pastal Code a0021
Adminisrative Contact_———— ]
First Mame John Last Mare Dioe

E-mail Address jdoe@mycampany.com Phone Mumber 555-555-5555

Keep Me Informed!*

eSoft Updates Notifir me of eSoft software updates, secunly patches, and fealure enhancements.
eSoft Announcements Notif me of eSoft SoflPak applications and product promotions.

* By subscribing to these natification lists you are autharizing eSoft to provide you with the above requested information by email
Yfour contact information is never provided to any third party

Figure 13: Registration

4.2 VPN Setup Wizard

The InstaGate supports RFC 2049 Internet key exchange protocol (IKE). Using IKE,
encryption keys are automatically negotiated and selected by two connected security
appliances. To establish a secure tunnel in the Internet, two security appliances have to
work together. One appliance encrypts the data and the other decrypts the encrypted data,
and vice versa. As shown in Figure 14, these two security appliances are referred to as the
local gateway and the remote gateway. The local network is a subnet that connects the
local gateway and the remote network is a subnet that connects the remote gateway.

Step 1
4.2.1 New Automatic Key (IKE) Policy

First you have to give the policy a name as shown in Figure 14 below. After you finish
select on the “Next” button to move on to the next step.



New Automatic Key VPN: Step 1 — Policy Name

Policy Settings

Palicy Mame |*’**”1

Figure 14: Policy Name
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Step 2
4.2.2 Network Setup

New Automatic Key VPN: Step 2 — Network Setup
Network Settings

Local Metwork Remote Metwark
(3 |—-Kn0wn Metwark-- 'I  |--Known Metwork- 'I
0 @ [192,168,10.0 i |24 @ [192.168.2.0 i 24
Criline Help
* Logout Back I et |

Figure 15: Local and Remote Network

The virtual private network that we want to define is from subnet 192.168.10.0/24 to
subnet 192.168.2.0/24. As it is shown in Figure 15, the local network is 192.168.10.0/24,
while the remote network is 192.168.2.0/24.

If you’ve already defined the corresponding subnet objects, you may also select the local
and/or remote network by selecting the subnet object from the pull-down menu “Known
Network™.

To define a subnet object, please refer to section 6.1. After you finish please select
“Next” button to move to the next step.

Step 3
4.2.3 Gateway Settings

Before creating the automatic key policy, you must define two gateway objects local and
remote. You can define a new gateway object by just clicking the “New Gateway” button
as shown in the Figure 16.



New Automatic Key VPN: Step 3 — Gateways

Gateway Settings

Local Gateway Remote Gateway
|N0 Gateway defined =| |Nu Gateway defined =
MNew Gateway |
Back | Mext |

Figure 16: Define New Gateway

After you select the “New Gateway” Button you may need to provide gateway
information as shown in the Figure 17. Here is an example for defining a local gateway
WAN interface with IPv4 identity type (for more information see: Defining Gateway
Objects — section 6.3)

New Automatic Key VPN: Step 3 — Gateways
New Gateway Settings
Gateway Name

Gateway P Address O Local Gateway
& Remote Gateway

Gateway |dentity

@ 1P

O E-mall
O Damain Mame

O DN
Country

State

Locality

Organization

COrganization Unit

MName

E-mail

Figure 17: Define a New local Gateway
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MNew Automatic Key VPN: Step 3 — Gateways

New Gateway Settings

Gateway Name remate

Gateway |P Address O Local Gatewsy
@ Remote Gateway 192.168.1.64
Gateway ldentity

= Logout @ 1Pva
O E-rnail [—
O Damain Name [—
O DN

Country

State

Locality

Organization

Organization Unit

Mame

E-mail

Figure 18: Remote Gateway

First, you must give every gateway a unique name for reference. Then, you must specify
the gateway IP. There are two types of gateway objects: the local gateway and the remote
gateway. The local gateway is the gateway which the management station connects to.
All other gateways are referred as the remote gateway.

If the gateway object that you want to define is a local gateway, please select the “Local
Gateway” item. In such case, you only have to select the interface (WAN, LAN or DMZ)
from the pull down menu. The InstaGate will get a gateway IP automatically from the
interface information database.

If the gateway object that you want to define is a remote gateway, please select the
“Remote Gateway” item and fill the IP address of that gateway.

Now, you have to specify the gateway identity. The gateway identity will be used when
the Internet Key Exchange (IKE) protocol negotiates the key with peer IKE gateway. The
security gateway provides four types of identities: [Pv4 address, E-mail address, gateway
domain name, and distinguish name (DN).

Please select the identity type and fill in the corresponding fields and Select the “Add”
button, the respective gateway will then be automatically added to the pull down list as
shown in the Figure below then select the appropriate remote and local gateway and
select “Next” button. If you’ve already defined the corresponding gateway object, then
you may select the local and/or remote gateway by selecting the gateway object from the
pull-down menu.



Iain MenL = > Automatic Key PN

New Automatic Key VPN: Step 3 — Gateways

Gateway Settings

Local Gateway
[locallwian192.168.1.78] x|

Remote Gatewa

57 165,16

remote[1

* Logout Back | Mesxt |

Figure 19: Gateway
Step 4
4.2.4 IKE Settings

The InstaGate provides two methods of Key Management. Pre-shared key or RSA
certificates. For pre-shared key select the option and enter a key. The maximum length of
the key is 20 characters (see Figure 20: IKE Proposal). For RSA select the option and
select a certificate. Refer to section 6.6 for more information on defining certificate
options. It is very important that two security appliances at the ends of the security
tunnel use the same authentication method. To define the IKE SA lifetime, please fill in
the time to the IKE SA lifetime field as shown in the Figure. After you finish please
select the “Next” button to move to the next step.

New Automatic Key VPN: Step 4 — IKE

Key Management Settings Preshared Key

Confirm

IKE Proposal High Security(AES 256-bit Enc, SHA-1 Auth) 5]

IKE SA Lifetime 24 | Hour(s) E

Back ” Next

Figure 20: IKE Proposal

Step 5
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4.2.5 IPSec Settings

The IPSec proposal consists of 1) Perfect Forward Secrecy (PFS) and 2) IPSec security
association (SA) lifetime time. (see Figure 21: IPSec Proposal) The InstaGate configures
all other parameters automatically.

New Automatic Key VPN: Step 5 — IPSec

IPSec Settings

IPSec Praposal High Security(AES 256-bit Enc, SHA-1 Auth) [1]

Perfect Forward Secrecy
IPSec SA Lifetime 1 Haur(s) |:J

Back ] [ Finish

Figure 21: IPSec Proposal

To define the IPSec SA lifetime, fill in the time to the IPSec SA lifetime field.

If you select the “Perfect Forward Secrecy” item, the IKE will randomly re-generate the
secret when it negotiates a new key; otherwise, IKE will re-generate the secret based on
the previous secret.

After you finish select on the “Finish” button the policy will be automatically added to
the Automatic key information management table as shown in the Figure. For more
details, refer to section 10.1.

Automatic Key (IKE) VPNs
Add A New AutoKey VPN
Add A MNew Autokey VPN

Name Local Remote Local Gatewa Remote Description Active
Network Network Gateway

T 182.168.10.0/24192.168.2.0/24 ocal remote FEK ESF W a9 ]
[MANTE2 168 1.78][192 168 1 64])Auth. ESP Edit  Dele
Enc. PFS

Figure 22: Automatic key information Table
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S System Setup

5.1 Setup time

The user interface of the InstaGate provides an easy way to setup the system time. The
“Current System Time” option displays the system clock with current date and day. The
“Synchronize with Client” option synchronizes system time with the administrator’s
workstation. To do this please select the “Synchronize with Client” option and select
“Synchronize Now” button as shown in the Figure 23: Setup time.

Iain et h
System Setup: Step 1 — Date & Time |
Date & Time Settings

Curent System 1970, Jan, 1, Thursday, 01 [28 | [13
Tirme

* Synchronize
with Metwark Time
Protocol (NTP)
server

Time Zone | (GMT-06:00) Central Time (US & Canada), Mexico City, Saskatchewan x|
Daylight ' Enabled @ Disable
Savings
& Timer | Morth America - 192.43.244.18 x|
Server
' Other | I I | i
Timer Serer (IP
Address)

& Synchronize Synchronize Mow
with client

= |[ogout

Figure 23: Setup time
Alternative option:

An alternative is “Synchronize System Clock with Network Time Protocol (NTP) Server”
option which synchronizes the system time to an internet Time Server. It includes a large
list of Time servers and Time zones organized by country. You can select any Time
Server and Time Zone to synchronize your system time. The “Daylight Saving” options
adds one hour to your time zone during the time period specified in the “Daylight Period”
field. You can enable or disable the “Daylight Saving” option by clicking the “Daylight
Saving” option box. After you finish, select the “Synchronize Now” button as shown in
the Figure 24: Setup time.



Sys
Date & Time Settings

Current System
Time

2005, Jul, 7, Thursday, |17

© Synchronize
with Metwark Time
Praotocol (NTF)
server

Time Zone | (5MT-06:00) Central Time (US & Canada), Mexico City, Saskatchewan |
Daylight Enabled © Disahble

Savings
& Timer [Morth America - 192 43244 18 =]

Server
 Other | : | I

Tirmer Server [IP

Address)

& Synchranize Synchronize Now

with client

Figure 24: Setup time

= | ogout

5.2 Administrator

As shown in Figure 25, under “Main Menu > Advanced > System > Administrator” page,
there is an option to let you manage this InstaGate remotely. If you want to allow all
HTTPS request to manage this InstaGate remotely, select the checkbox of "Allows
HTTPS management via the WAN interface". You have to select the “Apply” button to
validate the setting.

Wain Menu > Advanced > System > Administrator

Administrator
Remote Support
Allow HTTPS management via the WAN interface

Apply

Account Management

Username Password Confirm Password Privilege Lock

18 no B Add Madify
Username Password Privilege Lock Num

admin e 4 no 0 Modify Delete

Priviiege Leviels

{ Account can only read some forms, but can't malke any configuration changes.
2 Accountcan read ail forms, but cant malie any configuration changes.

3 Account can read all forms and malke some configuration changes.

4 Account has Wi accass o read alil forms and maike configuration changes.

Figure 25: Administrator Management

Also you can configure administrator accounts. The “admin” is the default account which
has privilege 4. There are four levels of privilege, as shown below:
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This account only can read some of
1 'web pages, but can't write any of web
pages.
This account can read all of web pages,
but can't write any of web pages.

This account can read all of web pages,
and can write some of web pages.

This account can read all of web pages,
and can write all of web pages.

Table 2: Administrator Privileges

If you want to change the password of the “admin” account, insert “admin” into User
Name field and insert the password that you want into Password field then select the
“Add/Modify” button to validate the setting. Except for the “admin” account, you can
create up to 20 accounts.

To add a new administrator account, you must fill the user name and the corresponding
password then select the “Add/Modify” button. The "Modify" button can put the selected
account into "User Name" field automatically. To delete the existing account, all you
have to do is to select the “Delete” button of the corresponding account.

5.3 Setup interface

The InstaGate provides three different interfaces: WAN, LAN and DMZ. You may setup
the interfaces under “Main Menu > Advanced > System > Interfaces” page.

5.3.1 WAN Interface

5.3.1.1 Get IP by PPPoE

If you connect to Internet via the ADSL modem, you must select “Get IP by PPPoE” item
when configuring the WAN interface



Interfaces

& PPPoE
Usemame [test@test net

Password |a—a—m—x

Server Address (if required) |*
[© CLAMP the MSS to 1360 For AL

MTL for PRFoE |1492
& Always connected
 On-demand with discannect after idle time of ID minute(s)

Status:(Disconnected)
' Dynamic (DHCP)

[ Add static route to DHCP server
Force Renew

Figure 26: Get IP by PPPoE

As shown in Figure 26, you have to fill in the user name, the password and the server
name (optional) that you got from the ISP. The option “CLAMP the MSS to 1360 for
AOL” means that for some special ISP like AOL you need to CLAMP the MSS to
1360.The “MTU for PPPoE” means that you can specify MTU for PPPoE. If you want
your ADSL connection always on, please choose the “Always connected” radio box.
Alternatively you can choose “On-demand with disconnect” which means that when you
transmit any data to the Internet, the InstaGate will connect to your ISP automatically.
The “idle time” means that after the idle time expires, the system will suspend the
Internet connection. After you fill in the user name and the password, you must select the
“Apply” button, and the device will reboot automatically.

5.3.1.2 Get IP by DHCP

As shown in Figure 27, if you connect to Internet via other routers and there is a DHCP
server in your network environment, you may select “Dynamic (DHCP)” and select the
“Apply” button.

In some areas, people use a DHCP client to get the IP of the WAN interface from MSOs,
but access the Internet by PPTP tunnel to ISPs. Thus you have to select the “Add static
route to DHCP server” box for adding a static route to a DHCP server. The “Force
Renew” button will renew a DHCP request to the DHCP server to get an IP address.
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¥ Add static route to DHCP server
Force Renew

" Static
IP Address

Metrmask

|
|
Gateway IP Address I
|
|
|

DNS Server IF Address #1
ONS Server IP Address #2
DNS Server IP Address #3

" % & & & 8 &

Figure 27: Get IP by DHCP Server

5.3.1.3 Static Configuration

You may also configure the WAN interface manually. To configure the WAN interface
manually, you have to select “Static”. As shown in Figure 28, you have to fill in the IP
address of the WAN interface, the subnet mask, default gateway and the name server
fields. After you fill in these fields, select the “Apply” button and the device will be
rebooted automatically.

& Static

P Address [192.168.1.158
Metrask |255.255.255.0
Gateway IP Address |192_153_1_253

DhS Server IP Address #1 |139_1?5_55_144|
DMS Server IP Address #2 I
DMS Server IP Address #3 I

™ Disahle ping responses
Multiple VAN |

Apply i
IP Address I192_168.8.1

- ... .
Figure 28: WAN interface static configuration




26

5.3.1.4 Options for WAN interface

As shown in Figure 29, you can set the MTU (Maximum Transmit Unit) value in the
“MTU for WAN interface” field. The default value is 1,500. If you select the “Disable
Ping Responses” checkbox, the WAN interface will not respond to pings. This can help
make the network less acceptable to Denial of Service (DoS) attacks.

Interfaces

# PPPoE
lIsername |test@test.net

Password Imrm

Server Address (if required) I*
7 CLAMP the MSS to 1360 For ADL

MTL for PPFPoE IMQQ

& Always connected
" On-demand with disconnect after idle time of IU minute(s)

Figure 29: The options for WAN interface
5.3.2 LAN Interface

As shown in Figure 30, the LAN Interface parameter consists of the IP address and the
subnet mask. The IP is the LAN interface IP. All hosts in the sub network reach the
InstaGate by this LAN interface IP. The LAN interface may be a public or a private IP
address. If the IP address is private, you have to enable the NAT (Network Address
Translation) function (discussed in section 7).

Iain Mern

DNS Server [P Address #3

™ Disable ping responses

Multiple YWAN |
Apply |
LAN
IP Address |192.158.8.1
Netmask |255.255.255.0
I Enahle Default NAT Palicies
I Digable ping responses (LAN and DMZ)
Multiple LAN |

Apply I

Figure 30: LAN interface
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After you fill in the IP address and the mask fields, you have to select the “Apply” button
to affect the setting.

If you want to use the WAN interface IP address to be the default global IP address for
the default NAT rules, select the checkbox of “Enabled Default NAT Policies”. This
option can help users to connect to Internet easily when their global IP is a dynamic IP
address that they received from an ISP.

If you want multiple LAN interfaces, just select the “Multiple LAN” button. After you
select the “Multiple LAN” button you need to fill the IP address and the subnet mask.
After you finish just select the “Add” button. After you select the “Add” button the
respective filed will get automatically added to the Multiple LAN table as shown in the
Figure.

[¥lain Men

MummeLAN
Add A New LAN

IP Address |192.1EB.4.1

Metrmask {255,255 255.0)

Add
Existing LANs

# IP Address / Netmask

L L L L L ]

v
Sl < |

Figure 31: Multlple LAN

Multlple LAN

Add A New LAN
IP Address I
Metmask |
Add

Existing LANs

# IP Address [ Netmask
192 168.4.1 / 255 255 26610 Delate

1

Figure 32: Existing LANs
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5.3.3 DMZ Interface

The DMZ parameters also consists of an IP address and the subnet mask. After you fill
the IP address and the mask fields, you have to select the “Apply” button to validate the
setting.

Main Menu =

™ Disable ping responses
Multiple VAN |

Apply |

LAN

IP Address I

Metmask I

" Enable Default NAT Policies
I Disable ping responses (LAN and DMZ)

Multiple LAN |

Hpply
IP Address |192.188.3.1

MNetmask |255.255.255.0)
¥ Enable Default MAT Policies

:
Figure 33: DMZ Interface
5.4 Configure DHCP Server

The DHCP (Dynamic Host Configuration Protocol) server allows the host stations to
obtain their TCP/IP configuration from the server at start-up. To configure the DHCP
server, you must select the “DHCP Server” option under the “System” menu.

To configure the DHCP server, you have to fill the “Lease Time” field, the “Default
Gateway IP Address” field, the “Domain Name” field, the “DNS Server” field and the
“WINS Server” field.

The “Lease Time” field is the lease time of DHCP service. The “Domain Name” field is
the domain name of the subnet that the DHCP server covers. The “Default Gateway IP
address is the default gateway of the host. You can apply LAN interface IP as default
gateway by just selecting “LAN Interface IP Address” option button, otherwise you can
specify user defined IP by selecting “Other IP Address” option button and specify the IP
address for the default gateway.

The “DNS Server” field is the IP address of the domain name server. You can apply LAN
Interface IP as the IP address of the Domain name server by just clicking the “LAN
Interface IP” option button, otherwise you can have an user defined IP address for the
domain name server for this you need to select “User defined IP” option button and fill in
the appropriate IP address.
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The WINS server field is the IP address of the WINS name server. After you finish filling
in these fields, you should select the “Apply” button to make the configuration take
effect.

DHCP Server
DHCP Server Settings
¥ Enable DHCP Server

Lease Time 10 hours

Damain Mame ITest—

Default Gateway IP Address & LAN Interface IP Address
 Cther IP Address I'|5‘2-”53-3-1

ONS Server [P Address #1 & LAN Interface P Address

C Other P Address |'|92.1l38.8.1
DS Server IF Address #2 |
WARS Server IF Address #1 I
WINS Server IP Address #2 I

Apply I

Figure 34: DHCP Server Settings

You may allocate a range of IP addresses for clients or specify every client that is
identified by the MAC address with a unique IP address. As it is shown in Figure 35, you
may also add an IP range for the DHCP service by filling in the range start and range
end fields and select the “Add” button. To delete an existing IP range, you only have to
select the “Delete” button of the corresponding range.

You may also assign a specific IP address to a specific client. The client host is identified
by its MAC address. To do this, you have to fill in the IP address and the MAC address
of the client and select the “Add” button. To delete the configuration, you only have to
select the “Delete” button of the corresponding configuration.

WINS Server [P Address #2

Dynamic Client IP Address Ranges

First IP Address Last IP Address

r [ ] Add

First IP Address Last IP Address
192 168.8.11 192 168.8.50 Delete

Static Client IP Address Ranges

IP Address MAC Address

r [ ] Add

IP Address MAC Address




Figure 35: Configuration for DHCP server
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5.5 Maintenance

The InstaGate provides functions for system maintenance. You may access these features
under the “Main Menu > Advanced > System > Maintenance” page.

ain Menu > Advanced > System > Maintenance

System Maintenance

System Upgrade

Upgrade file from eSoft server Upgrade

Upgrade status

Reset configuration to factory default

Backup configuration and policies

Restore configuration and policies
Rehoot system

Figure 36: System Maintenance

As shown in Figure 36, the “System Upgrade” function lets you upgrade the latest
version of device firmware.

When you have selected the firmware, select the “Upgrade” button. After 80~90 seconds,
you can see a dialog show “System upgrade complete!” and then the device will reboot.
The Web User Interface will be auto reconnected after 60 seconds.

Sl
s

L] E System upgrade complete, Device rebooting now.
L

Figure 37: System Upgrade Reboot

If you want to reset the system to the factory default values, select the “Reset” button.
Clicking the “Backup” button can save all of the system configuration and policies to
your PC, while the “Restore” button allows you restore all of the system configuration
and policies to the InstaGate.

The “Reboot” button allows you reboot the device without resetting to factory defaults.
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5.6 Diagnostics

Main Menu

Diagnostics
Perform System Diagnostics
Fing to Destination Address www.yahoo com

Trace Route to Destination Address 10 Hops

SoftPak Director Connectivity Test

PIMNG www yahoo akadns. net (68.142.197 77): 56 data bytes

64 bytes from 68.142.197.77: icmp_seq=0 ttI=57 time=53.2 ms
64 bytes from 68.142.197.77: icmp_seq=1 ttI=57 time=53.2 ms
64 bytes from 68.142.197.77: icmp_seq=2 ttI=57 time=52.8 ms
64 bytes from 68.142.197.77: icmp_seq=3 ttI=57 time=52.4 ms

- www._yahoo.akadns.net ping statistics —
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 52.4/52.9/53.2 ms

Figure 38: System Diagnostics

As shown in Figure 38, the InstaGate provides you with three useful diagnostic tools.
One is “Ping”, and the other is “7Trace Route”, and the third is “SoftPak Director
Connectivity”. Ping verifies L3 connectivity to remote computers. It sends Internet
Control Message Protocol (ICMP) echo packets to a computer and listens for echo reply
packets. Ping waits for up to 1 second for each packet sent, and prints the number of
packets transmitted and received to the console. You can check the connection to Internet
with this function. Please insert a domain name or IP address into “Ping” field and select
the “Apply” button. You can see the result as follows.

Main Menu

Diagnostics
Perform System Diagnostics
Ping to Destination Address wanw.yahoo.com

Trace Route to Destination Address 10 Hops

SoftPak Director Connectivity Test

PIMG www yahoo akadns net (68142 197 77) 56 data bytes

64 bytes from 68.142.197.77: icmp_seq=0 ttI=57 time=53.2 ms
64 bytes from 68.142.197.77: icmp_seq=1 ttI=57 time=53.2 ms
64 bytes from 68.142.197.77: icmp_seq=2 ttI=57 time=52.8 ms
64 bytes from 68.142.197.77: icmp_seq=3 ttI=57 time=52.4 ms

- www yahoo_akadns net ping statistics —
4 packets transmitted. 4 packets received, 0% packet loss
round-trip min/avg/max = 52 4/52 9/53.2 ms

Figure 39: System Diagnostics Ping Results

“Trace route” determines the route taken to a destination by sending ICMP echo packets
with varying time-to-live (TTL) values to the destination. Before forwarding a packet,
each router along the path is required to decrement the TTL value on a packet by at least
1, so the TTL value is effectively a hop count.

When the TTL value on a packet reaches 0, the router sends back an ICMP "Time
Exceeded" message to the source computer. It determines the route by sending the first
echo packet with a TTL value of 1 and incrementing the TTL value by 1 on each
subsequent transmission until the target responds, or the maximum TTL value is reached.
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4. The route is determined by examining the ICMP "Time Exceeded"
messages sent back by intermediate routers. Some routers silently drop
packets with expired TTL values and are invisible to “Trace route”. It is
particularly useful if you're experiencing problems connecting to a specific
site. Simply enter the site address, and the trace will show where
performance bottlenecks might be occurring--whether they're at your local
provider, the site itself or somewhere in between. Once you discover the
source of the problem, you can contact that particular host or provider for
more information or to report the problem.

Main Menu > Advanced > System > Diagnostics

Diagnostics

Perform System Diagnostics

Ping to Destination Address
Trace Route to Destination Address www.yahoo_com 10 Hops
SoftPak Director Connectivity Test

11010103 {(10.10.10.3) 1.338 ms 1.213 ms 1.197 ms

2199451431 (199451431} 2.051 ms 2.058 ms 2.013 ms

3 56-0-0-10-15-0.ar4 DEMNZ2 gblx net (64 212.41.141) 5211 ms 4.836 ms 5.16 ms

4 505-0-0-2488M.ar1.5JC2.gblx.net (67.17.67.154) 36.863 ms 36.661 ms 36.518 ms

5 s0-4-0-0 edge1.SanJosel Level3.net (4.68.127 53} 35.28 ms 36.3%1 ms 35.504 ms

6 * 50-1-2-0 bbr2 SanJosel Level3 net (209 244 3 141} 36 756 ms 38.293 ms

7 as-1-0.bhr2.Dallas1.Level3.net (64.159.0.245) 48.569 ms ae-0-0.bbr1.Dallas1 Level3.net (64.159.1.109) 51.405 ms as-1-
0.bbr2 Dallas1 Level3 net (54.159.0 245) 54 262 ms

8 ae-11-671.car1.Dallas1 Level3 net (4. 68.122.13) 47 689 ms ae-21-56.car1.Dallas1 Level3.net (4.66.122.173) 45.236 ms aes-11-
53.car1.Dallas1 Level3.net (4.68.122.77) 45.052 ms

94.79.180.10 (4.79.180.10) 63.138 ms 52.43 ms 52.003 ms

10 ten-8-1.bas1.mud.yahoo.com (68.142.193.25) 52 444 ms ten-8-1.bas2.mud.yahoo com (68.142.193.27) 52.439 ms 54.338 ms

Figure 40: System Diagnostics Traceroute Results

The last diagnostic option performs a “SoftPak Director Connectivity Test”. The test is
used to ensure that the InstaGate has connectivity support with the SoftPak Director in
order to receive regular updates. Select the “Apply” button and check the results as in the
figure below.

Main Menu > Advanced = System > Diagnostics

Diagnostics

Perform System Diagnostics
Ping te Destination Address Apply

Apply
Apply

Trace Route to Destination Address 10 Haps
SoftPak Director Connectivity Test

Result

HTTFS Passed
SCP Passed

Figure 41: System Diagnostics SoftPak Director Connectivity

5.7 Secure HTTP Proxy

Some ISPs require that all HTTPS connection requests be passed to a dedicated proxy
server located at the ISP. InstaGate uses HTTPS to contact the SoftPak Director for
product updates and registration. Therefore, if required by your ISP, you must select the
Enable Proxy for HTTPS connections check box in order to contact the SoftPak Director.
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You must also enter the proxy server’s “Proxy Address” and “Proxy Port” (which can be
obtained from your ISP). If the proxy server requires a login enter the “Proxy username”
and “Proxy password” that will be used by the InstaGate to authenticate with the proxy
server. Select “Apply” to save the changes.

Main Menu > Advanced > System > Secure HTTP Proxy

Secure HTTP Proxy

Secure HTTP Proxy Settings

[0 Enable Proxy far HTTPS connections
Proxy address

Proxy port
Proxy usemame

Proxy password

Figure 42: Secure HTTP Proxy
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6 Define Objects

You may define subnet, gateway or service objects before you edit the firewall, automatic
key or manual key policies. These objects help you edit policies more easily. In this
chapter, we discuss how to define objects.

6.1 Define Subnet Object

Under “Main Menu > Advanced > Objects > Subnet” page, you may define a subnet
object. As it was shown in Figure 43, you must give every subnet a unique name for
reference. If the object you want to define is a single host, please select the “Host” item
and fill the host IP. If the object you want to define is a subnet, please select the
“Network” item and fill the subnet in CIDR format.

Figure 43 gives an example for defining a subnet object. We define a subnet object called
“eSoft”, and it specifies all hosts in the 192.168.2.0/24 area. After filling in the fields in

this page select the “Add” button to add this object. The object that you add will be listed
in the object list (see Figure 44). To delete existing subnet object, you only have to select

the o> icon of the corresponding object record. This device supports a default object
called “Any Network™ that specifies all hosts in the Internet.

Subnets
Add A New Subnet

Marne |ESDﬂ

Metwirk & Metwaork € Host Only
[192.168.2.0 /124
Add
Name IP Address/Netmask
Any_ Metwork 0.0.0.040

Figure 43: Define a Subnet Object




Add A New Subnet

Mame |

Metwark & Metwork © Host Only

| /]

Name IP Address/Netmask
Any Network 0.0.000

eSoft 192.168.2.0/24

Add

Delate

Delate

Figure 44: Subnet Object List

6.2 Defining IP Address Groups

Under “Main Menu > Advanced > Objects > [P Address Groups” page, you may define a
group of subnet objects. As it was shown in Figure 45, you must give every group a
unique name for reference.

Main Menu > Advanced > IP Address Groups = New IP Address Group

Add New IP Address Group
AddANewIP AddressGrowp

Group Name corporate

IP Address Defined IP Addresses Selected IP Addresses
Any_Metwork[0.0.0.0/0] LAMN[192.165.2.0/24]
DMZ[192.168.3.0/24]

’ Add ] [ Return ]

Figure 45: New IP Address Group

Figure 48 gives an example for defining a group object. We define a group object called
“corporate” that includes the LAN and DMZ subnet objects. Select the Subnet Objects
from the “Defined IP Addresses” and select the arrow to add the object(s) to the “Selected
IP Addresses” list. After adding all of the subnets to the “Selected IP Addresses” that
will be included in a group, select the “Add” button to add this object. The object that
you add will be listed in the object list (see Figure 44). To delete existing subnet object,

you only have to select the « B> icon of the corresponding object record.

6.3 Defining Gateway Objects

Under the “Main Menu > Advanced > Objects > Gateway” page, you may define a
gateway object. The gateway object will be referenced by the automatic key policy (see
section 10.1.1) when creating a VPN. Select the “Add” button to create a new Gateway.
First, you must give every subnet a unique name for reference. Then, you must specify
the gateway IP. There are two types of gateway objects: the local gateway and the remote
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gateway. The local gateway is the gateway which the management station connects to.
All other gateways are referred as the remote gateway.

If the gateway object that you want to define is a local gateway, please select the “Local
Gateway” item. In such case, you only have to select the interface (WAN, LAN or DMZ)
from the pull down menu. The InstaGate will get the gateway IP automatically from the
interface information database.

If the gateway object that you want to define is a remote gateway, select the “Remote
Gateway” item and fill the IP address of that gateway.

Now, you have to specify the gateway identity. The gateway identity will be used when
the Internet key exchange (IKE) protocol negotiates the key with remote gateway. The
security gateway provides four types of identities: IPv4 address, E-mail address, gateway
domain name, and distinguish name (DN). Please select the identity type and fill in the
corresponding fields.

Figure 46 gives an example for defining a local gateway object in WAN interface with
IPv4 identity type.

Add A New Gateway
Add A New Gateway

Mame llncal|
Address & Lacal GatewayILAN 'l

° Remote Gateway |

[dentity
® & Pya
-

 Email |
L
. " Domain Name |
i < Dp
: Country | (C)
L, STaTE. | IIST:I
= Locality | L
= Lo

Organization I )

Figure 46: Define a local gateway object

Figure 47 gives an example for defining a remote gateway object with Domain Name
identity type.
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Add A New Gateway
Add A New Gateway

Name Iremute
AaHess " Local GatewayILAN 'l
# Remote Gateway {192.168.1.64

[dentity

C 1Pwd

€ Email |

& Domain Name  [192.1689.1.54]
€ DN

Country
State

Organization

|
|
Locality I
|
|

T T ol
-

Organization Unit

Figure 47: Define a remote gateway object

After you select the “Add” button on the page, the object will be added to the database
and the gateway object list will reserve this record (see Figure 48).

IWain Mernu =

Gateways
Add A New Gateway
Add A Mew Gateway Add

Name IP Address ldentity
remote 192.168.1.64 192.1658.1.64 2 T
Edit = Delete

local WA AR

Figure 48: The Gateway Object List

Click the “Edit” button to modify any existing gateway objects. To delete existing subnet
object, you only have to select the “ol.” icon of the corresponding object record.
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6.4 Define Service Objects

Compared with a traditional firewall, the InstaGate provides an easy mechanism to define
and manage service types. Where many allow users to add customized services, they are
typically limited to IP, ICMP layer 2 and 3 protocols, hence have no application-layer
awareness. The InstaGate is service oriented. It provides original protocol service
inspection and customized port inspection where the administrator may customize a
service, including the protocol service inspection in the same rule.

6.4.1 Default Service

As shown in Figure 49, the InstaGate has built-in standard services for the most popular
protocol families. These are standard service types and normally should not be edited.

Services
Service Setlings
Service Settings

Reset Services To Factory Defaults

Reset Services To Factory Defaults

Name Transport  Source Port Destination Port =
DS _forllDP LIDP{17) - 53 al |
Edit  Delete
FTF FTF - 21 ay '
Edit  Delete
HTTF HTTF - 80 y '
Edit  Delete
HTTFS HTTFS - 443 By [
Edit  Delete
ICMP ICMP = = 2y [
Edit  Delete
TELMET TELMET = 23 24 '
Edit  Delete
C Bining |8 DMS_forTCP TCRIB] 1024 — B5535 53 \Fm, n:!;

Figure 49: Built-in Standard Service Object

As shown in Figure 50, the InstaGate also provides the user with many useful service
objects. Users can edit these service objects when changes are needed. You can add some
of these services into a firewall rule to manage the traffic on your network.
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Main Menu

DMZ_forTCP 1024 — B5535

Edit = Delete
TCF_4nyPort TCPE) 1 — B8535 1 — B5535 Y

Edit Delete
UDP_AnyPort LDP{7) 1 —Ba535 1 — B5535 2y

Edit  Delete
SSH22) TCRE) 1024 — BA535 22 ay

Edit  Delete
SMTP(25) TCP(E) 1024 — B5535 25 a2y

Edit  Delete
TFTPES) LDPAT) 1024 —B5535 B9 2y

Edit Delete =
GOPHERFO) TCRE) 1024 — B8535 70 ay

Edit  Delete
POP3(110) TCP(E) 1024 —B5535 110 ¥ |

Edit Delete
MMTE[119) TCRE) 1024 — B5535 149 i)

Edit © Delete
NTP(123) LIDF{17) 1024 — B5535 123 4

Edit Delete
IMARP{145) TCP{E) 1024 — B5535 143 N

Figure 50: Service Objects List

6.4.2 Add a New Service

The InstaGate provides two service types: re-defined traditional services, and custom
defined services. The detail is shown in Figure 51 and Figure 52.

6.4.2.1 Re-Defined Service Configuration

Iain MMenu

New Service
Service Setlings

Marme Ipri\rate_ﬂp

@ Redefine Existing  |FTR ~| to new port number I999|

Service

 Custom Senice Praotocal & TCPE © UDPI7 O ICMP) 0 Other
Source Port |1.02t1 — |85535

Destination F'Drtl —|
NOTE: The Source Port rahge is WaWaily Js 1024 — 63535

Add I Return
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Figure 51: New Service Object

Under the service page, select the “New Service” icon. The administrator clicks the ”Re-
defined Service Port” radio-box, picks up the service from drop-down window, assigns
the re-defined port number and then clicks the ”Add” button. For example, there are some
ftp sites which don’t use the standard port 21 (such as port 999) as their service port. You
can re-define the service port to map their private port.

6.4.2.2 Custom Defined Service Conﬁguratlon

Main Menu = Advanced > Objects = Services = New

~| Newserviee

Service Settings

Marne |}{xx_game

" Redefine Existing FTP ] to new port number Iggg

Service

& Custom Serice Protacal & TCPE) O UDP(A7)  © ICMP(1)  © Other
Source Port |1|324 = |55535
Destination Part [1024 — |Bs53g|

NOTE: The Saurce Port range s Wadaily is 1024 — 85535
Add I Return

C Binding 8

Figure 52: Customer Define Service Configuration.

Under the service page, select the “New Service” icon. The administrator clicks the
”Custom Service” button, selects the protocol type, fills in the source port range and
destination port range and then clicks the ”Add” button. If you select the “Custom
Service” option, you have to type your customized protocol number. For Example, TCP
is 6 and UDP is 17.

6.5 Schedule

Under the "Main Menu > Advanced > Objects > Schedules" page, you can set the
schedule for Policy Activation. First you must specify a Schedule name. Then set the
Start time by selecting the day of the Activating Policy (it can be either Everyday or any
week day from Monday-Sunday), and the time you want the policy to be activated. End
Time indicates the day and time from which the policy will be deactivated. After you fill
in the required information, you must select the "Add" button in order to save the
settings.



Schedules

New Schedule Settings
Marme ]Time|—
Start Time Ewery Day j at |DDj : |DDj
End Tirme Every Dayj at IDDj ; |E|Dj
Add
Name Start Time End Time
Any_Time Every Day 000 Every Day 2359 Default Object

Figure 53: Schedule

You can view all Policy schedules in the Policy Table along with the new policy that is
been added, as shown below.

Schedules
New Schedule Settings

MNarme
Start Time Every Day x| at IDDj : IDDj
End Time Every Dayj at IDDj § IDDj
Add

Name Start Time End Time
Any_Tirme Every Day 0:00 Ewvery Day 23:59 Default Object
Time Ewery Day 00 : 00 Every Day 23 :30 'F'

Delete

Figure 54: New Schedule Settings

6.6 Define Certificate Objects

6.6.1 Certificate Management

Under the “Main Menu > Advanced > Objects > Certificate > Cert. Management” page
(see Figure 55), you may manage the certificates on the device.

Main Menu = Advanced > Objects > Certificates > Management

Certificate Management

New Certificate Settings

Type ® CA O CRL O Davice RSA O Davice DSA
File

Add
Type Subject

Figure 55: Certificate Management
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If you want to load a certificate from a certificate authority (CA) into the InstaGate,
please select the “CA” item and select the certificate file from the management station.
Then, select the “Load” button. If you want to load a certificate revocation list (CRL) of a
CA into the InstaGate, please select the “CRL” item and select the CRL file from the
management station. Then, select the “Load” button. Before you load the CRL, you have
to load the CA certificate. After you load the certificate and the certificate revocation list,
the certificate management list keeps these two records.

To view the detailed information of a certificate in the certificate management list, select
the “Detail” button of the corresponding record.

6.6.2 Certificate Request

Main Menu > Advanced > Objects > Certificates > Request

Certificate Request

Device Subject Information

Country US  |iC) Detail information refer to: 1S0-3166

State co =
Locality Broomfield iL)
Organization eSoft. Inc ()
Organization Unit [ou)
MName |930ﬂ (CM}
Email |support@esoft com {E)
Key Length © 512 bits @ 1024 bits O 2048 bits

Generate

Figure 56: Certificate Request Form

Under the “Main Menu > Advanced > Objects > Certificate > Cert. Request” page (see
Figure 56), you may fill the certificate request form and generate the device certificate
request. The “RSA” and “DSS” item specify the signature algorithm of the certificate
request. The “512 bits”, “1024 bits” and “2048 bits” items specify the key length of the
certificate request. The link “ISO-3166" displays a list containing English country name
and code for your reference.

After you fill the form and select the suitable algorithm and the key length, please select
the “Generate” button to generate the certificate request. The process may take several
minutes. After the InstaGate completes the key generation process, the following page
(Figure 57) appears. You may select and copy the certificate request; paste it to an empty
file; then, save this file. The simplest way is to select the “Save to File” checkbox and to
select “Return” button. Then, you may save the certificate request to a file.
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Main Menu > Advanced > Objects = Certificates > Request

Certificate Request

1 CERTIFICATE REQUEST-———- ~
MIIBLjCCARESCAQAWAJELMAKGRIUEERMCVVMxCzAJBgNVBAGTRKNEMRMWE QYDVQOH

EwpCemavbWZIpZWxkMRMwEQYDVQOKEwWR1U2 9mdCwgSWE i MQ4wDAYDVQODEWV1c2 Om
dDEgMB4GCSgGSILSDQEJARYRC3VWCGEIyvdEBLc2 SmdC5ib2 0wgZ8wDQY JKoZIhvel
AQFRBQADgYORMIGIRA0GEALzcqlJgCSECp,/ zTERF+4ml PDPSxyUkOQSHInIQGaml M
HsTEARh=z0akTcz/igS5s8uczD6IHDTEf1HZgEXTEBfeFE593F4XxV5wh18hiPIs,/ n7
bqrCR¥M2 SR ZRFImProeleoxTCTOxCEx=23aHogR e TENCOQx2 s9FeVIT 2 nZrkJHS
LgMBRAGADANBokghkiGOwiBAQQFARCOBgBUFEm+E62TIgq/ xwyET2Gly3VSddZZ0
ANuIcWICHOzTHO3xFaRmBE22l16j0A3Vemi S1JnkZeldMBepCYkp34pXb43ufQiaz
ETAYuVEELgENO TxhMhrR1RZYEXOS 0bzb+NPYhv+1TuKL6HnX4EDgir0l zDPiXmY [v]

Save to File

Figure 57: Certificate Request

Please send this certificate request to a CA and sign it. The CA will then send you the
official certificate. Please load this certificate into this InstaGate under “Main Menu >
Advanced > Objects > Certificate > Cert. Management”. As was shown in Figure 58,
select the “Device RSA Cert.” item. Select this certificate file and load it by clicking the
“Load” button”. Similarly, you can do the same for “Device DSS Cert”.

Before loading the device certificate, load the CA certificate and the CRL. Since the
InstaGate will check the correctness of the certificate when you load a certificate, if you
do not load the CA certificate first, the check will fail. If you load the device certificate
successfully, the certificate management list will keep this record.

ain Menu > Advanced = Objects > Certificates > Management

Certificate Management

New Certificate Settings

Type ® ca O CRL O Devica RSA O Device DSA
File

Add
Figure 58: Loading the Device Certificate
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7 Network Address Translation

182 168210 ] I 192 16811
192 .168.2.10 192 168.2 15 "1 P 187 168.1.2
Frivate Address Fublic Address

| | | - E

==

Internet

Local Network
192.168.2 0724

Figure 59: Network Address Translation

Network address translation (NAT; RFC 1631) translates the source or destination IP
addresses in an IP packet. In Figure 59, the network at the left of the InstaGate is a local
network and the network at the right is the Internet. The IP addresses in the local network
are all private addresses that are not accessible on the Internet.

When a host in the local network sends an IP packet to the Internet, NAT translates the
source IP address in the IP packet to a global public IP address before forwarding this IP
packet to the Internet. When the response IP packet comes back to the InstaGate, NAT
translates the destination address back to the private IP address of the original host.

7.1 NAT Rules

Under the “Main Menu > Advanced > NAT > Rules” page, you may define NAT rules.
To add a new NAT rule, please select the “Add” button. After you select the “Add”
button, a page shows as Figure 60.

Main Menu = d = MA

Add New NAT Rule
NAT Rule Settings
Marne

Public * |P Address W Apply WAN Interface IP Address ™ User
Metwark Defined I
© IP Address Range | _—
Private @& |P Address [
Metwaork
' IP Address/Netmask | ;

Add Return

Figure 60: Add NAT Rule
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You must specify each NAT rule with a unique name. First, you have to specify the
public IP information. If you have only one public IP address, select the “IP Address”
item and fill in the IP address. If you have a range of public IP addresses, please select
“IP Address Range” item and fill in the starting IP address and the ending IP address. Be
sure that you do not include the InstaGate WAN IP be between the start value and end
value. For example, if the InstaGate WAN IP is 210.66.39.99, you cannot insert start
value to 210.66.39.98 and end value to 210.66.39.100.

Next, specify the private IP information. If there is only one private IP to specify, select
the “IP Address” item and fill in the IP address. You may also specify a sub-network of
IP addresses with the “IP Address/Netmask™ option.

The “NAT rules” is a very useful function. You can use it to do “one-to-one NAT’,
“many-to-one NAT” and “many-to-many NAT” functions. Figure 61 gives an example
for adding a “one-to-one NAT” rule.

Main Meru = .-'l".lj'-.-'ar'II:TE!Ij = MAT = Rules

Add New NAT Rule
NAT Rule Settings

T T
Puhblic & P Address W Apply WAN Interface IP Address [ User
Metwork Defined |210.66.39.97

€ IP Address Range | -

Private @& |P Address [192.188.2.200]
Metwark

© IP Addrese/Netmask | /|
Add Return |

Figure 61: Example of “one-to-one NAT”

In this example, we can see that all the packets with the source address of 192.168.2.200
will be translated to 210.66.39.97 then go to the Internet. Also, all the Internet traffic with
destination address of 210.66.39.97 will be translated to 192.168.2.200 then go to the
mapping local machine. The mapping is bi-directional.

Figure 62 gives an example for adding a “many-to-one NAT” rule.



rain Menu =

Add New NAT Rule
NAT Rule Settings

Mame !Many—tn—une—NAT
Fublic & |P Address ¥ Apply WAN Interface IP Address ™ User
Metwork Defined |210.66.39.97

P Address Range I — |

Private € |P Address [
Metwiark

& |P Address/Metmask [192.168.2.0 /|24

P Routing Aidd Return
B Fir |

Figure 62: Example of “many-to-one NAT”

In this example, we can see that all the packets within the 192.168.2.0/24 will be
translated to 210.66.39.97 then go to the Internet. The mapping is just for outgoing
packets.

Figure 63 gives an example for adding “many-to-many NAT” rule.

Add New NAT Rule
NAT Rule Settings

Marne !Many—tn—many—NAT

EUL"“C " C |P Address ™ Apply WAN Interface IP Address I~ User
1
el Defined I

& |P Address Range !95 —_— |98
Private ' IP Address |
Metwark

@ |P Address/Netmask [192 16820 /f24

Add Return

Figure 63: Example of “many-to-many NAT”

In this example, we see that all the packets within 192.168.2.0/24 will be translated to the
IP range from 210.66.39.95 to 210.66.39.98 randomly then go to the Internet. The
mapping is just for outgoing packets.

After you fill in the parameters of this rule and select the “Add” button, the new rule is
added into the database and the rule list contains this record. Now, you may select the
active checkbox of the NAT rule to activate the policy (see Figure 64).
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NAT Rules
Add New NAT Rule
Add Mew MAT Rule Add

Name Public Network Private Network Active
Many-to-many-kAT ..95~..98 192 168.2.0/24 = o T
Edit | Delete

Figure 64: NAT Rule List

7.2 DMZ Host

Under the “Main Menu > Advanced > NAT > DMZ Host page, you can expose one or
more client PCs in your network to the Internet. It is often used for VoIP phones or online
games that require unrestricted two-way communications.

As shown in Figure 65, there are one basic DMZ Host binding with WAN gateway IP
and five advanced DMZ Hosts binding with others’ global IP. After you fill the IP
address, you have to select the “Apply” button to save the setting. Also you must select
the “Enable” button to start the mapping function.

DMZ Host
Primary DMZ Settings

Prirmary i  Enable Internal IP Address
[192.168.2 100
Apply
Secondary DMZ Settings
2 ¥ Enable WWAN IP Address Internal IP Address
[210.68.39.97 [152.165.2.100]
3 [T Enable WWAN IP Address IIntemal IP Address
4 [T Enable WWAN IP Address Ilntemal IP Address
5 [T Enable WWAN IP Address Internal IP Address

| I

Figure 65: DMZ Host
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How to use the “DMZ Host” function? Let’s see the following example.

Internet

Global WAN IP 1:210.66.39.98

192.168.2.100 ; 192.168.2.200

Figure 66: DMZ Host example

As shown in Figure 65 and Figure 66, the InstaGate’s default WAN IP is 210.66.39.98.
We set a DMZ host (IP: 192.168.2.100) binding with 210.66.39.98. It means that any
packet with a destination IP of 210.66.39.98 will be transferred to a PC whose IP is
192.168.2.100. In the same way, if we have an extra global IP (210.66.39.97), we can
map a DMZ host (IP: 192.168.2.200) to this global IP. It means that any packet’s
destination IP is 210.66.39.97 will be transferred to the PC whose IP is 192.168.2.200.

7.3 Virtual Server

The virtual server rule translates the incoming IP packet that has the specific protocol
(TCP or UDP) and port number to the host in the local network. Although there are many
servers (WWW server, FTP server, ...etc) in the local network, a client in the Internet
may access these servers by specifying the WAN IP address of the InstaGate with a
different port number.

Under the “Main Menu > Advanced > NAT > Virtual Server” page, you may define the
virtual server rules. To add a new virtual server, please select the “Add” button. You have
to specify the rule with a unique name. The protocol and the incoming port number fields
specify the protocol and port number of the incoming IP packet. The internal virtual
server IP and port fields specify the private IP address and the port number of the server.

Figure 67 gives an example for adding a “Virtual Server” rule.

Internet

WWW server /

InstaGate ™ ) al WAN 1P: 210.66.39.98
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Mair IMenu

Add New Virtual Server
Virtual Server Settings

MName [wanan

Fublic IP Address W Apply WAN Interface IP Address
™ User Defined |

Fublic Pratocal ITCF' -l
Public Part Mumber |BD

Private IP Address |192_158_2_1DD

PFrivate Port Mumber |BD

Add | Return |

Add New Virtual Server
Virtual Server Settings

Marme FTP

Fublic IP Address W Apply WAN Interface IP Address
[T User Defined |

Public Protocal TCP vI

Public Port Mumber 21

Private IP Address |192_155_2_QDD

Private Port Number |21

Add | Return

Figure 67: Example of Virtual Server rule.

In this example, we see that all the Internet traffic with destination address of the
InstaGate WAN IP to port 80 will be translated to 192.168.2.100 port 80. In the same
way, all the Internet traffic with destination address of the InstaGate WAN IP to port 21
will be translated to 192.168.2.200 port 21.

After you fill the parameters of this rule and select the “Add” button, the new rule is
added into the database and the rule list keeps this record (see Figure 68). Now, you may
select the active checkbox of the virtual server rule to activate the policy.
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Virtual Servers
Add New Virtual Server
Add Mew Virtual Server

Name Public IP Address Proto Port Private IP Address:Port
AR YA TCP B0 192.168.2.100:80

FTR  WMAN(] TCR 21 192.168.2.200:21 [

Figure 68: Virtual Server List

7.4 NAPT

If the number of available public IP addresses is outnumbered by the number of hosts in
the local network, you have to specify the NAPT rule to let all hosts in the local network
access Internet. The NAPT rules are only for applications that are based on TCP or UDP
protocols.

Under the “Main Menu > Advanced > NAT > NAPT” page, you may define NAPT rules.
To add a NAPT rule, please select the “Add ” button. After you select the “Add” button,
a page shown as Figure 69 is displayed.

Add New NAPT Rule
NAPT Rule Setting

Marne [TeP rule

Public IP Address:Port & Apply WaN Intedface IP with Port Range |1024 =

IEEEES

 User Deﬂnedl :I —

Dumpe

Private |P (EXEERE /o4
Address/Metmask

Fublic Pratocal:

Add | Return |

Figure 69: Add NAPT Rule

You have to specify the rule with a unique name. The private IP fields specify the hosts
in the local network that will apply this rule. The public IP field specifies the public IP
address. You can add the public IP address manually or the InstaGate may select the
WAN interface IP if the option “Apply WAN Interface IP” is selected. The port range
specifies the port range that the NAPT rule may use.
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Each time a host in the local network matches this NAPT rule, a port number is used to
identify this host. The protocol specifies the protocol (TCP or UDP) that this NAPT rule
matches. After you fill the parameters of this rule and select the “Add” button, the new
rule is added into the database and the rule list keeps this record. Now, you may select the
active checkbox of the NAPT rule to activate the policy.
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8 Routing

8.1 Static Routing

You may configure the routing information under the “Main Menu > Advanced >
Routing > Static Routes” page. Initially, the InstaGate only learns the routing information
from the interface. Static routing tells the InstaGate routing information it cannot learn
automatically.

To add a routing entry, you have to fill in the fields in Figure 70. The destination tield
specifies the IP network address at the final destination. The netmask field specifies the
subnet mask of the destination. If you want to specify a single host, the subnet mask
should be 255.255.255.255. The gateway field is the immediate neighbor that the
InstaGate will forward the packets to as the destination. The metric field specifies the
cost of transmission for the routing process. The interface field specifies the outgoing
interface of the packets.

Static Routes
Add A New Static Route

Destination Network Netmask Gateway IP Address Metric Interface
I | I |D YWAN - Add

Figure 70: Adding routing entry

After specifying all this fields, please select the “Add” button to add the routing entry. To
delete a route, you only have to select the “Delete” button of the corresponding routing
entry in the static routing table as shown below.

Main Menw = nced = Routing

Static Routes
Add A New Static Route

Destination Network Netmask Gateway |IP Address Metric Interface

S S N—

Destination Network Netmask Gateway |IP Address Metric Interface
192.168.3.0 2552552550 7 0 DMZ
192.168.8.0 2552552650 7 ] LAN
210.66.39.0 2552552550 7 0 WYAN

Figure 71: Static Routes
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8.2 RIP

If your network routes via RIP, you could turn on the InstaGate’s “RIP” functions to
communicate with other RIP devices automatically (see Figure 72).

RIP Settings

" Enable RIP

“Yersion & RIP2 T RIPM

RIF Update Time |3|:| Minute(s)
¥ Default Route Advertisement

¥ Static Route Advertisement

Routing Table

Interfaces
8 . Name IP Mask Send Receive Authentication Enable
Sl PPP 777 297 RIPY2 Broadcast RIPYT & RIPY2 NO = y
"TF'."IF'F'TFI E{
QEMEN LAM 19216881 256.255 256.0 RIPv2 Broadcast RIPv1 & RIPw2 NO i L
Edit
DL 192.168.3.1 255.255.255.0 RIFv2 Broadcast RIPv1 & RIPw2 MO r Ui

Figure 72: RIP Information Management window

You can configure the InstaGate’s RIP functions under the “Main Menu > Advanced >
Routing > RIP” page. In the page, the InstaGate provides the “Routing Table” button at
the right-top for your reference. You could check your current routing table status by
select the button any time if you wish. The routing table looks like Figure 73. Before you
enable the RIP functions, you should define some parameters in the RIP Information
Management page. First, you should select the RIP protocol version: RIP v1 or RIP v2. If
you don’t know what version protocol under your network, please check your
administrator. We suggest you to select “RIP v2” (default setting) if you are still not clear
what version you have. Then, assign the “RIP update time” — it will send out the system
RIP information to the other devices cyclically through the interfaces that you select.

Routing Table —
Destination Network Netmask Gateway IP Address Metric Interfaces
192.168.3.0 265 255 2550 2 1 OhZ

192.163.8.0 265265 2550 = 0 LA

210.66.29.0 2552552550 5 1] AN

Refresh |

Figure 73: The Routing Table list

In the Interface section, it will show all interfaces that the device connected, including
WAN, LAN, DMZ and current settings.
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You should select the “Edit” button from the interface that you want to enter as an edit
screen, as shown in Figure 74. The Interface Name, IP, and Mask fields are not editable,
hence are in a gray background. You need to configure the “Send”, “Receive”, and
“Authentication” fields.

InterfaceName: [

IP: o268 115
|I'u1ask: '|:-55 25575500
'Send [FiPve Broadcast 7
Receive ERERAE|
EAuthentication giE e

Figure 74: The interface edit window

By clicking the pull-down menu of the “Send” field, you see all of the options. Please

Figure 75: The options of the “send” action.

Option Description

RIPv2 Broadcast The update information will be sent with RIP v2
broadcast format.

RIPv1 Broadcast The update information will be sent with RIP v1
broadcast format.

Do Not Send The Interface will not send any of the RIP update
information to the other devices.

Table 3: RIP Sending Options

By clicking the pull bar of the “Receive” field, you could see all the options. Please refer
to Figure 76 and select what you want.

[RIPV & RIPv2 =]

FIPT & RIP?
FiPw?
FiPu
Clo Mot Receive

Figure 76: The options of the “receive” action
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Option Description

RIPv1 & RIPv2 The interface could receive the update information with
RIP v2 and v1 format.

RIPv2 The interface only receives the RIP v2 update
information format.

RIPv1 The interface only receives the RIP v1 update
information format.

Do Not Receive The interface won’t receive any of RIP update
information packets.

Table 4: RIP Receiving Options

For “Authentication”, if you select “Yes”, you have to fill the authentication string in the
field. All of the devices in the domain of the interface should be configured as a same
authentication value otherwise it will fail to access.

After completing the configuration, select the “Modify” button to store the modification
and go back to the RIP Information Management window, or select “Return” to disregard
all the changes and go back to the RIP Information Management window. Now, you
should select the interfaces that you want run the RIP protocols on by clicking the
“Active” check box. Finally, you should turn on the RIP protocol for the system by
clicking the “Enable RIP” check box.



9 Firewalls

The major function of a firewall is to inspect the traffic passing from one interface to
another (LAN/WAN/DMZ), and to decide which traffic should be allowed to pass and
which should be dropped. The firewall makes separate decisions for both inbound and
outbound traffic. For example, in the WAN interface, there are two directions. One is
from the Internet to the Enterprise, and the other is from the enterprise to the Internet.

Thus, the administrator of the InstaGate must specify the direction when setting a firewall

policy. Figure 77 shows an example to illustrate the concept and the functions of a

Firewall.

Not allowed iraffic

L

Allowed iraffic

Local Metwork
(Enterprise)

Internet

Figure 77: An illustration of the functions of a Firewall

9.1 Firewall Policies

Figure 78: Firewall Management Configuration

Under the “Main Menu > Advanced > Firewall” page, all the firewall rules that exist in
the InstaGate are listed. For example, in Figure 78, there are two firewall rules in the

device.

In the Figure, you can find that a firewall policy consists of the following parameters:

Field Description

# Denotes the policy number of the policy. Each policy will have a
unique policy number.

Name This is an identifier of the policy. Administrator can have a
meaningful name for easy management.

Source Denotes the source IP condition of the rule.

Destination Denotes the destination IP condition of the rule.

Direction Denotes the traffic direction applied on in the firewall rule. There
are six “direction” options in the InstaGate: WAN-to-LAN, LAN-to-
WAN, WAN-to-DMZ, DMZ-to-WAN, LAN-to-DMZ, DMZ-to-
LAN.

Services Denotes service conditions of the rule. There are some predefined
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services in this InstaGate (refer to 6.3 - Defining Service Object).
The administrator can also define a new service. When moving the
mouse to the service indication icon, it will show all the services
applied in the firewall rules on the screen.

Schedule

Denotes the Policy Activation time period. Activation of the policy
with respect to the time specified in the Schedule depends on the
Active parameter value.

Action

Denotes the action of the rule. The three actions can be taken for a
firewall policy are ACCEPT, DROP, and REJECT.

ACCEPT: accept packets and allow carrying out any further
processing.

DROP: drops packets and refuse carrying out any further
processing.

REJECT: works basically the same way as the DROP action, but in
addition it sends back an error message to the host sending the
packets that have been blocked.

Note: Comparing to DROP action, REJECT action may be
considered as wasting time and bandwidth. The right choice depends
on whether to know where the blocked packets from is important.

Log

Denotes whether the matched packet information is stored in the
system log. If its value is yes then you can find the matched packet
information in the system log otherwise the system does not log the
information

Active

Denotes the status of the policy. When the check box is selected, it
represents that the firewall rule is provisioned in the InstaGate. The
administrator can easily select the check box to turn on or off the
policy.

Policy Status

Denotes the current status of the policies. Three status levels can be
taken for the policy: Running, Waiting and Stop. But the status
depends on the Schedule and Active parameter values. The status of
the policy is "Running" during the time period specified in the
Schedule parameter otherwise "Waiting" if the time period elapses.
The status of the policy is "Stop" only if the Active parameter is
unset.

Configure

The configuration option can be applied to the firewall rule. The
three configuration actions are: EDIT, DELETE, and MOVE.

Table 5: Firewall Parameters
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9.1.1 Adding a new firewall policy

In a typical deployment, it will be necessary to add custom firewall rules above and
beyond ‘factory default’. Since the firewall enforces rules sequentially, it is important to
have a well designed set of policies... both for performance, and for security. When
designing policies, it is best to start with the most specific (restrictive) rules first. This
allows the firewall to stop a packet before it exercised the complete policy table, greatly
enhancing system performance. The InstaGate provides an intuitive, easy-to-use
configuration tool for adding and editing firewall policies.

9.1.1.1 Adding a policy

The InstaGate has a user friendly interface with all of configuration shown on the same
page. The administrator can easily follow the configuration table to complete the policy
rule definition and select the “Apply” to save it. The unique policy name helps the
administrator to identify the policy.

Policy Settings

Mame [l1ow _LAN to_aLL

Action |ACCEF'T vI

Direction From [LAN =] To |[WAN x| P Bi-Directional
Schedule Time | Any_Time(Everyday 0.00—Everyday 23:59) =)
Log Packets T es Mo

Network Settings

Source Address " Subnet --Select Source Metwork- x
" |P Address Graup -~ o Metwark defined j
+ Custom 192,168.2.0 f]24
Destination Address © Subnet -Selact Source Network- 7]
" |P Address Group - Mo Metwork: defined j
_____ & Custom [pnoo /|0
Defined Senices Selected Services =l
SSH(22) - ICMP
SYSLOGET) TCP_AnyPort
TELMET { |VDF_AnyPort =

_ Figure 79: Add a Firewall Rule

The source address is to restrict the source of a packet. You may fill in the source address
in the CIDR format, or select the subnet object from the pull down menu. The destination
address is to restrict the destination of a packet. You may fill the destination address in
the CIDR format, or select the subnet object from the pull down menu. Please refer to
section 6.1 for defining a Subnet Object.

You may restrict the traffic directions in a firewall rule. The InstaGate has three
interfaces. Therefore, in total, there are six different directions of traffic flow: WAN to
LAN, WAN to DMZ, LAN to WAN, LAN to DMZ, DMZ to WAN and DMZ to LAN. If
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the traffic is bi-directional, instead of setting two rules, you only have to select the
“Apply to bi-directional” checkbox.

The InstaGate provides “Deep Packet Inspection” technology. There are six default
services: DNS, FTP, HTTP, SSL/TLS (HTTPS), TELNET and ICMP. You may also
define your service object and select multiple services in a single firewall rule.

To select the services, you only have to select the services in the left selection area and
move the selected services to the right selection area.

The InstaGate provides a Time schedule in order to activate the firewall policy. You may
select the time schedule from the drop down “Time schedule” option.

The InstaGate provides a way to store the matched packet information in the system log.
You can select the “Yes” option of “Need log the matched pattern” to store the matched
packet information in the system log and “No” otherwise.

There are three different actions for the firewall in the InstaGate. These are ACCEPT,
DROP and REJECT.

e ACCEPT: Accept and forward the packet if the packet matches the policy
condition.

e DROP: Drop the packet if the packet matches the policy condition.

e REJECT: Drop the packet and feedback an ICMP message if the packet
matches the policy condition.

To define the firewall action, you only have to select the action from the pull down menu.

After you set all fields discussed above, please select the “Apply” button to add the

policy. To delete existing firewall rule, you only have to select the <ol icon of the

corresponding rule. You may also modify the firewall rule by select the “& ™ icon.

The order of the firewall rules is very important. The InstaGate provides a very easy
e

management interface for adjusting the order of rules. After you select the “s” icon of

the rule that you want to move, the page of Figure 80 appears. All you have to do is

clicking one of “™” icons. The selected rule will move to the location that you select.

Move Policy

Name Source Destination

Allow_LAN_to_ALL 192,166, 2.0/24 0.0.0.0/0
b
b

iAIIow_LAN_m_ALL 192.168.2.0/24 0.0.0.0/0 |

Figure 80: Move the policy
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Figure 81 shows a basic example to manage the configuration of the firewall policies.

InstaGate

LAN Internet

192.168.2.0/24

DMZ

192.168.3.0/24 BE=—-5192.168.3.2

(Server with FTP, WWW, Mail function)

Solid Line: Permit connection. (Accept action).
Dotted Line: Deny connection. (Drop action).

Figure 81: Test environment for testing firewall policy

Assumptions:

1. Any hosts in LAN can access DMZ zone and WAN zone with ICMP and all TCP and
all UDP ports.

2. Any hosts in DMZ can access WAN zone with DNS, FTP, HTTP, POP3, SMTP and
TELNET functions, but can’t access LAN zone.

3. Any hosts in WAN can access DMZ zone with DNS, FTP, HTTP, POP3, SMTP and
TELNET functions, but can’t access LAN zone.

4. Select “Enable Default NAT Polices” for default firewall policy (see to ).

5. InstaGate’s public WAN gateway IP is 210.66.39.99, LAN gateway IP is 192.168.2.1,
DMZ gateway IP is 192.168.3.1.

6. The subnet “0.0.0.0/0” represents “ALL Network”.

NAT Setting:
1. Use NAT from LAN to WAN, please enable “Enabled Default NAT Policies”. (Refer
to 5.3.2 LAN Interface).
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LAN Interface
S D s ddress / Mask [192.168.2.1 | 4255 255 255 0

S e [ Enable DHCP Server |___Configure DHCP Server |
i, Enable Default ITAT Policies

[ Multiple LaN |

[0 Disable Private Interface Ping (LA™ & DMZ)

Figure 82: Default NAT Policies

2. There is one public IP (210.66.39.98) mapped to a server (192.168.3.2) in DMZ zone.

The others (192.168.3.0/24) are maﬁied t0 210.66.39.99.

NAT Rules
~ Name  PubliclP  PrivatelP  Active Configure
server]_in_DMZ | 210.66.39.98 192.168.3.2 ‘ | w W
|AJl_Host_m_DMZ| 210.66.39.99 192.168.3.0/24 ‘ | w W

Figure 83: NAT Rules

Note: It is necessary to follow the top-down sequences.

Firewall Setting:

1. Any hosts in LAN can access DMZ zone and WAN zone with ICMP and all TCP and

all UDP ports.
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New Firewall Policy
Policy Settings

chancec Marme IAIIUW_LAN_tD_WAN
L Action |ACCEF’T vI

Direction Fram |LAM =] To IWANj " Bi-Directional
Schedule Time | Any_Time (Everyday 0:00—Everyday 23:59) =
Loy Packets " ¥es % Mo

Network Settings
Source Address " Subnet —-Select Source Metwork-- =
P Address Group -= Mo Metwork defined j

. & Custom 192.168.2.0 124
b Destination Address O Subnet ~Salect Source Metwark-- 7]
4 P Address Graup - Mo Metwork defined j
: & Custom 0.0.00 ,fID [ |
- Service Settings
. Defined Services Selected Services
. SYSLOGE -] IChP

TELWET TCP_AnyPort -

Figure 84: New Firewall Policy

2. Any hosts in DMZ can access WAN zone with DNS, FTP, HTTP, HTTPS, POP3,
SMTP, TELNET functions, but can’t access LAN zone.

New Firewall Policy
Policy Settings

Marme [Allow_DMZ_WaN
Action IACCEF’T -I

Direction From |DMZ | To |WAN »| I Bi-Directional
Schedule Time IAny_Time(Everyday 0:00—Everyday 23:59) j
Log Packets T Y¥es Mo
Network Settings
Source Address = Subnet —Select Source Metwork- =
P Address Group | Mo Metwork defined j
# Custom 192,168.3.0 /124
Destination Address " Subnet —-Select Source Metwark-- j
° |P Address Group -- Mo Metwork defined j
& Customn 0.0.0.0 ,fID =
Defined Services Selected Services
ADLE190~5194) i’ FTF E
R=PMA70 HTTR =

Figure 85: New Firewall Policy

3. Firewall policy table shows as follows:
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Firewall Policies
Policy Settings
Default Firewall Policy Deny All Connections

# Selected Name Source Destination Direction Services Schedules Actio

1 Allow LAN to WAN192.165.2.0/240.0.0.00 ' Lol LI ACCE
I L S LN #WRN a @

2 | Allow DMZ WAN 182168 3.0/240.0.0.0/0 ﬁ!" a @ ACCE
prz T WAN e

Add B

Restore Paolicies To

G

Figure 86: Firewall Policies

9.2 Address Filters
9.2.1 MAC Filtering

The InstaGate provides a method to restrict unauthorized stations from accessing the
network. This provides an additional control layer in which only the stations with
registered MAC addresses can have access to the network. This approach requires the
MAC addresses to be configured. Under the "Main Menu > Advanced > Firewall >
Address Filters > MAC" page, an administrator can allow or block nodes from the
network address depending upon the Filter Action selected. Filter Action is set according
to the option being selected in Firewall Management page.

Only the MAC addresses present in the MAC table are allowed to access the Network
(whereas all other stations are denied).

You need to specify the MAC address and then select the “ADD” button. Thus according
to the Filter Action setting, an appropriate action is taken for the MAC addresses present
in the MAC Filter Table.

1. Here the Filter Action “Deny the following MAC Address” is selected, meaning that it
will block all traffic originating form the node with MAC address 00:00:00:00:00:01.All
other traffic will be permitted



Based on the Default Firewall Policy, filtering will Permit the following MAC Addresses

Add A New MAC Address Filter

MAC Address

IDD:DD:DD:DD:DD:D1|

MAC Address

Figure 87: New MAC Filter

2. Here you can see the MAC address in the MAC Filter Table. By clicking the “Delete”
button you can easily delete that particular MAC address field from the table.

Based on the Default Firewall Palicy, filtering will Permit the following MAC Addresses

Add A New MAC Address Filter

| Add
MAC Address
00:00:00:00:00:01 Delete

Figure 88: MAC Filter List

9.2.2 IP Filtering

The InstaGate provides an easy method to restrict unauthorized stations from accessing
the network. This provides an additional control layer in which only the stations with
registered IP addresses can have access to the network. This approach requires the IP
addresses to be configured. Under the "Main Menu > Advanced > Firewall > Address
Filters > IP Address" page, user can allow the station from the network address.

Only the IP addresses present in the IP table are allowed to access the Network. All other
stations are denied.
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1. Here the filter action “Permit the Following IP Address” is set. The administrator
needs to fill in the IP address, and select the “Add” button so that appropriate
action is taken.

IP Address

Based on the Default Firewall Policy, filtering will Permit the following IP Addresses

Add A New IP Address Filter

IP Address

|192.168.1 2

IP Address

Figure 89: New IP Address Filter

2. Here you can see the IP address in the IP Filter Table. By clicking the “Delete”
button you can easily delete that particular IP address field from the table

IMain Men

IP Address

Based on the Default Firewall Policy, filtering will Permit the fallowing IP Addresses

Add A New IP Address Filter

IP Address
I Add
IP Address
1921681 2 Delete

Figure 90: IP Address Filter List



67

10 Virtual Private Network

10.1TPSec VPN

l%' Local Gateway Rermaote Gateway
| | %’v{} IPSet Tunnel i e

Local Metwark Remote Gateway
192.168.2.0/24 192.168.3.0024

Figure 91: IPSec VPN

The concept of the VPN (Virtual Private Network) is to build a ‘secure’ virtual network
over the ‘insecure’ public Internet. An [PSec VPN guarantees that all hosts in this virtual
network have secure communications over the Internet as if they were behind a firewall
in the same LAN. The secure communication is established by building secure tunnels.
To establish a secure tunnel in the Internet, two security appliances have to work
together. One appliance encrypts the data and the other decrypts the encrypted data (and
vice-versa). As shown in Figure 91, these two security appliances are referred as the /ocal
gateway and the remote gateway. The local network is a subnet that connects the local
gateway and the remote network is a subnet that connects the remote gateway.

A secure tunnel is established by choosing a suitable security algorithm. There are two
protocols, the authentication header (AH) protocol (RFC 2402) and the encapsulating
security payload (ESP) protocol (RFC 2406). The AH protocol is designed for data
integrity, authentication, sequence integrity and non-repudiation, where the ESP protocol
is designed for data encryption and all services offered by AH.

Currently, the InstaGate supports HMAC-MD5 and HMAC-SHA1 hash algorithm for
authentication.
It also supports 3DES-CBC and AES algorithms for encryption.

The InstaGate supports both manual key and automatic key management. Automatic key
management is done by Internet key exchange (IKE) protocol. Using IKE, the encryption
keys are automatically negotiated by two security appliances.

10.1.1 Automatic Key Exchange (IKE)

Local Gateway Remote Gateway
| 1 IFEEC Tunngl "

“:—” |—I—:—I| 210.66.39.99 218.168.145.139

Local MNetwork Remwote Metwork
192.168.2.0/24 192.168.100.0,24
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Figure 92: Automatic Key Example

The InstaGate supports RFC 2049 Internet key exchange protocol (IKE). Using IKE,
encryption keys are automatically negotiated and selected by two connected security
appliances. This provides the easiest and most efficient way to manage keys for your
security appliance.

To setup an [IPSec VPN, you have to configure the following parameters: 1) private
network definition; 2) the IPSec tunnel end points; 3) IKE proposal; 4) IPSec proposal. In
the next sub-section, we discuss how to setup an automatic key IPSec tunnel using the
example in Figure 92.

10.1.1.1 Private Network Definition

To add a new automatic key policy, please select the “Add” button under the “Main
Menu > Advanced > VPN > Automatic Key VPN” page.

First, you need to give this policy a name. An automatic key policy concerns two security
appliances. The security appliance connecting the management station is the local
gateway. The subnet connected to the local gateway is the local network.

Main enu = Advanced > VPN > Automatic Key (IKE)

New Automatic Key (IKE) Policy
[Auomatic Key (KB Setings |
Marne Mew_Autakey

Local Gateway (& Custom ’W
) Gateway
Local Network @ Custom 192.168.2.0 T
O Subnet
Remote Gateway (&) Custom ’W
O Gateway
Remate Metwark %) Custom ’Wﬂ ’24—
O Subnet
Key Management Settings & Preshared Key sessanee
Confirrn sessnens
O RSA
IKE Proposal High Security(AES 256-bit Enc, SHA-1 Auth) +
|PSec Proposal High Security(AES 256-hit Enc, SHA-1 Auth)

[ Perfect Farward Secrecy
IKE SA, Lifetime =) Hourfs) »
IPSec SA Lifetime 1 Hour(s) %

Add
Figure 93: New automatic key policy

Referring to Figure 92, the virtual private network that we want to define is from subnet
192.168.2.0/24 to subnet 192.168.100.0/24. As it is shown in Figure 93, the local network
field is 192.168.2.0/24 and the remote network is 192.168.100.0/24. If you’ve already
defined the corresponding subnet objects, you may also select the local and/or remote
network by selecting the subnet object from the pull-down menu. To define subnet
objects, please refer to 6.1.
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10.1.1.2 The IPSec Tunnel End Points

As shown in Figure 92, an [PSec tunnel consists of two end points. Their IPs are
210.66.39.99 and 218.168.145.139. Before you create the automatic key policy, you must
define two gateway objects that consist of these two IPs respectively. (To define a
gateway object, please refer to section 6.3.) To define the IPSec tunnel end point, you
only have to select the local gateway object and the remote gateway object from the pull-
down menu (see Figure 94).

Local Gateway ) Custom |
) Gateway —-Select Gateway-- ~
Local Metwark ) Custom | ;l
® Subnat —-Select Source Network-- »

Figure 94: Select the gateway object for automatic key policy

10.1.1.3 IKE Proposal

The IKE proposal consists of 1) authentication method for security appliances; 2)
encryption algorithm; 3) authentication algorithm; 4) Diffie-Hellman group; 5) IKE
security association (SA) lifetime time. To configure the InstaGate, you only have to set
the authentication method and the IKE SA lifetime. The InstaGate configures all other
parameters automatically.

The “authentication method” refers to the method of authenticating the security
appliances at both ends of the security tunnel. The InstaGate provides two different
authentication methods: digital signatures and pre-shared key authentication. If you want
to use the pre-shared key authentication method, select “Preshared Key” The maximum
length of the key is 20 characters (see Figure 95). It is very important that both security
appliances at the ends of the security tunnel have the same authentication method
selected.

IKE Proposal High Security{AES 256-hit Enc, SHA-1 Auth) |+

High Performance(3DES Enc, MD4 Auth)
Custom

Figure 95: Define authentication method for automatic key policy

The InstaGate also provides the RSA digital signature algorithm and DSS signatures. It is
very important if you want to use digital signatures for authentication to have a RSA
certificate if using the RSA algorithm, and a DSA certificate if using the DSS algorithm.
Refer 6.6 to generate RSA and DSS certificates.

To define the IKE SA lifetime, fill in the time to the IKE SA lifetime field (see Figure
96).

IKE S4 Lifetime: |8 [Hour =]
Figure 96: IKE SA lifetime
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The InstaGate processes all other parameters automatically. Here, the parameters with the
higher security level will be chosen first. Therefore, DH group 2 will be chosen before
DH group 1; AES will be chosen before 3DES and SHA-1 will be chosen before MDS.

10.1.1.4 IPSec Proposal

The IPSec proposal consists of 1) active protocols AH or ESP; 2) Perfect Forward
Secrecy (PFS); 3) IPSec security association (SA) lifetime time. You only have to
configure the active protocol, PFS and the IPSec SA lifetime (see Figure 97). The
InstaGate configures all other parameters automatically.

IPSec Proposal High Security(AES 256-hit Enc. SHA-1 Auth) [+

High Performance(Mo Enc, MDS Auth)
Custom

Figure 97: IPSec Proposal

To define the [PSec SA lifetime, fill in the time in the IPSec SA lifetime field (see Figure
98).

TPSec S4 Lifetime: |! [Hour =]
Figure 98: IPSec SA lifetime

For the ESP protocol, you have to specify whether you want to use authentication or
encryption. The algorithms HMAC-SHA1 and HMAC-MD)5 are both acceptable,
although the InstaGate prefers the HMAC-SHA1 algorithm. If you select to use
encryption, the algorithms AES and 3DES-CBC are both acceptable, however the
InstaGate prefers the AES algorithm.

If you select “Perfect Forward Secrecy”, the IKE will randomly re-generate the secret
when it negotiates a new key; otherwise, IKE will re-generate the secret based on the
previous secret.

10.1.2 IKE Example

Figure 99 is an automatic key policy example for the network configuration in Figure 92.
The local network and remote network are 192.168.2.0/24 and 192.168.100.0/24
respectively. The authentication method is a pre-shared key; ESP authentication, ESP
encryption and PFS are enabled for an IPSec proposal. The IKE SA lifetime and the
IPSec SA lifetime are 8 hours and 1 hour respectively.

After you fill in all these parameters, select the “Add” button to add this automatic key
policy to the database. This policy will appear in the automatic key policy list (see Figure
100). Now you may select the “Active” checkbox in this policy list to activate the policy.
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Main Menu = Advanced = %PN » Autormatic Key (IKE)

New Automatic Key (IKE) Policy

Automatic Key (IKE) Settings
Marne Mew_Autokey

Local Gateway () Custom ’W
) Gateway
Local Metwork @ Custam 19216820 N
O Subnet
Remote Gateway (&) Custom ’W
O Gateway
Remote MNetwork (& Custom ’WI '24—
O Subnat
Key Management Settings () Preshared Key sssenese
Canfirm sessnens
O RE8A
IKE Proposal High Security(AES 286-bit Enc, SHAT Auth) +
IPSec Proposal High Secunty(AES 286-bit Enc, SHA-1 Auth) |+

Perfect Forward Secrecy
IKE SA Lifetime a Hour(s) »

IPSec SA Lifetime 1 Hourfs)  »

Add
Figure 99: Automatic Key Policy Example

fain Menu > Advanced = VPN > Automatic Key (IKE)

Automatic Key (IKE) VPNs

Add A New AutoKey VPN

Add A New Autoley VPN Add

Name Local Network Remote Network Local Gateway Remote Gateway Description Active

Wew_AutoKey 192.168.2.0/24 192.168.100.0/24 210.B6.39.93 210.168.145.133 PSK PFS ] o ""
Edt | Delete

Figure 100: Automatic key Policy List
10.1.3 Manual Key

When using IKE, encryption and authentication keys are automatically negotiated and
selected by the security appliances. However, sometimes you may want to configure the
security information yourself. In that case you could use manual key method to setup
your [PSec VPN.

To setup a manual key IPSec virtual private network, you have to configure the following
parameters: 1) private network definition; 2) the IPSec tunnel end points; 3) IPSec
Security Association. In the following of this sub-section, we discuss how to setup a
manual key IPSec tunnel by the example in Figure 92.

To add a new manual key policy, select the “New Manual Key Object” button under the
“Main Menu > Advanced > VPN > Manual Key” page.

10.1.3.1 Private Network Definition
Please refer to 10.1.1.1.

10.1.3.2 The IPSec Tunnel End Point
Please refer to 10.1.1.2.



72

10.1.3.3 IPSec Security Association

The IPSec security association consists of 1) active protocols AH and/or ESP; 2) security
parameter index (SPI) pair: Local SPI and Peer SPI; 3) authentication and/or encryption
algorithm; 4) authentication and/or encryption keys. You must configure all parameters
manually.

You should first select an active protocol by checking the AH or ESP checkbox. After

selecting an active protocol, only the parameters related to the active protocol would be
enabled.

Then you need to specify the SPI pair. The SPI field is the hex value of SPI and must be
greater than 255. It must also be unique in your manual key system. The SPI pair must
be symmetrical to the other tunnel end point, this means your local SPI is equal to the
other tunnel end point’s peer SPI and your peer SPI is equal to the other tunnel end
point’s local SPI.

If you select the AH protocol, you choose the authentication algorithm (currently, this
device supports MD5 and SHA-1). If you select the ESP protocol, you could choose the
authentication algorithm (currently, this device supports MD5 and SHA-1) or the
encryption algorithm (currently, this device supports AES, DES and 3DES).

The authentication key length is different from the authentication algorithm. MD5 needs
a 16 byte key and SHA-1 needs a 20 byte key. For MD5 you should type in a 32 hex
value and for SHA-1 you should type in a 40 hex value.

The encryption key length is also different from encryption algorithm. DES needs an 8
byte key and 3DES needs a 24 byte key. For DES you should type in a 16 hex value and
for 3DES you should type in a 48 hex value.

Example

Figure 101 is a manual key policy example of the Local Gateway and Figure 101 is the
symmetrical manual key policy example of the Remote Gateway for the network
configuration in Figure 92.

The policy name is “Manualkey example”. The local network and remote network are
192.168.2.0/24 and 192.168.100.0/24 respectively. The active protocol is ESP;
authentication algorithm is SHA-1 and encryption algorithm is 3DES.

After you fill all the parameters, select the “Add” button to add this manual key policy to
the database. This policy will appear in the manual key policy list. Now, you may select
the active checkbox in this policy list to activate the policy.
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ain Menu > Advanced > VPN > Manual Key

Add A New Manual Key VPN

Manual Key VPN Settings

Mame [Manualkey_exampls
Local Gateway IP Address 210 66.39.99
Local Network O Custom | /|
® Subnet LAN[92 168 2 0/24] [
Remote Gateway IP 218 168.145 139
Remote Network ® Custom 192 168.100.0 /|24
O Subnet
[ Authentication Header (AH)
Local SPI Ox {01 00~0effF)
Peer SPI Ox {0x100~0ufF)
Algorithm
Authentication Key Ox |
Encapsulating Security Payload (ESP)
Local SPI 0x |123 {0x100~0uxfff)
Peer SPI Ox |567 {0x100~0uxfff)
Authentication Algorithm SHA-1 |+
Authentication Key Ox |123456?890123456?890
Encryption Algorithm IDES  [v|
Encryption Key 0x | 12345678901234567890

’ Add ] [ Return

Figure 101: New Manual Key Policy for Local Gateway

10.2 L2TP/PPTP VPN

The remote access VPN is typically used between corporations to remote VPN clients
(such as mobile workers, telecommuters, or home computers). The remote users use the
dial-up or dynamic address accessing the VPN server (such as this InstaGate), entering
the corporation’s network, getting the supplied services (such as e-mail, shared files, or
shared printer).

It looks like the remote users logically connect to the corporation’s local network to get
the network service (see Figure 102). A remote access VPN enables corporations to
reduce communications expenses by leveraging the local dial-up infrastructures of
Internet Service Providers and to take advantages of broadband connectivity.

The InstaGate supports two types of remote access: Layer 2 Tunneling Protocol (L2TP)
and Point-to-Point Tunneling Protocol (PPTP).
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192168 210

Local Metwork
19216220524

Figure 102: Remote access VPN

10.2.1L2TP Server

Main Menu =

-

L2TP Server

L2TP Server Settings
¥ Enable L2TP Server

Server Narme Iixp425
FFP Authentication hethod IEIOTH vI
IP Address Range for Clients  ya2 1582 200 — [192.168.2.230

Apply |

Figure 103: L2TP Configuration

As shown in Figure 103, to setup a L2TP virtual private network, under “Main Menu >
Advanced > VPN > L2TP/PPTP > L2TP Server”, you have to define the L2TP Server
Name that is the name of the LNS.

Then you choose the Authentication Method used by PPP (CHAP, PAP or both). After
you specify the local network IP address range, IPs are dynamically assigned to clients
that attempt to access the LAN remotely (the assigned IP address range must be in the
LAN interface domain). You must select the “Apply” button to affect the settings.

After the configuration is done, select the “Enable L2TP Server” checkbox to enable
L2TP service and setup for remote access user accounts (see section 10.2.4). If you want
to assign a static IP address for some remote access users, refer to section for more
detailed information.
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10.2.2PPTP Server

To setup a PPTP virtual private network, like L2TP, under “Main Menu > Advanced >
VPN > L2TP/PPTP > PPTP Configuration”, you define the Authentication Method used
by PPP (CHAP or PAP), and specify the local network IP address range dynamically
assigned to clients that attempt to remotely access the network. The assigned IP address
range must be in the LAN interface domain. You must select the “Apply” button to affect
the settings.

After the configuration is done, select the “Enable PPTP Server” checkbox to enable the
PPTP service (see Figure 104) and setup the remote access user accounts (see section
10.2.4). If you want to assign a static IP address for some remote access users, refer to
section 10.2.4 for more detailed information.

InstaGat

Main Menw = Advanced =

PPTP Server
PPTP Settings
’ ¥ Enable PPTP Server
> PPP Authentication Method © CHAP
L  pPAR
4  MS-CHAP
: O MS-CHAPZ
= MPPE Encryption (only MS-CHAPWZ = 40-hit
b supported) © 198-hit
= IP Address Range for Clients |192.168.2.129 _
|192 168.2 192

Apply |

Figure 104: PPTP Configuration

10.2.3PPTP Client

As shown in Figure 105, the InstaGate supports one PPTP client function. If you would
like to access the private data at your office from your house, it is very convenient for
you to use the PPTP client that creates a secure tunnel between your local InstaGate and
the remote PPTP server.



76

Status : disconnected

PPTP Client Settings
IV Automatic connect after boot
[T Automatic reconnect when tunnel is down

¥ Disconnect if the link is idle for!3E| minute(s).
Username ITestpptp
Fassword !m—a—n-m

Sener name I

Serer IP Address/PHNS

Ijakepeng.dyndns.info|

" L.:,TFF',:TF I Enable Yirtual Sarver on  Protocol ITCF' vl
L F'E'TF' Tunnel Incoming Port

* FPTP

Address/Port

l—
Internal IP I
I_

Figure 105: The InstaGate PPTP Client

Figure 106 shows a basic example for using a PPTP client.

Internet

LRk 0N

210.66.39.99 R 218.168.145.139
«f* PPTP client get IP: e
In?a € o | 192.168.10.151 Reamiate Router
P
/
=1 |
Client’s IP: - FTP Server’s IP:

192.168.2.155 192.168.100.11

——marn
prm—

Figure 106: PPTP client example

Assumptions:
Remote Server: WAN Interface: 218.168.145.139
LAN Interface: 192.168.100.254
. Firewall policy: pass all traffic
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[ Mew Policy Object ]

e’
1 passall | 00000 | 00000 | *C % & | ACCEPT w B8

Edit zlete  MOVE

Figure 107: Firewall Policy Rule

PPTP server configuration:

PPTP Server
PPTP Settings
¥ Enable PPTP Server
FPFF Authentication Method  CHAP
@ pap
AT © ME-CHAP
P Rauting ' MS-CHAPYZ
r 5:” » MPPE Encryption (only MS-CHAPY2 € 4tipit
b Address Fiters | AN © 126 bit
L - IP Address Range for Clients |192.1EB.1DD.150 _

|152.168.100.200)

Apply

Figure 108: PPTP Server Settings
PPTP User management:

User name: testpptp
Password: testpptp
Assign IP: blank this field will assign IP automatically.
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Username Confirm Password Assigned IP Address

T — | — o E—

Username Assigned IP Address
testpptp Dynamic assign Delete

{vrvwvwrvwy;

Figure 109: Remote VPN User Management

Local Router: WAN Interface: 210.66.39.99
LAN Interface: 192.168.2.1
(Must enable NAT function)

PPTP client setting:

PPTP Client

Status : disconnected
PPTP Client Settings

[T Automatic connect after boot
[T Autoratic reconnect when tunnel is down

¥ Disconnect if the link is idle f0r|3|3 minute(s).

Username |Testpptp
Pasgword |""‘"*****
Server narne |
|: _ Server IP Address/PNS |21E|_158_145_139
F'E'TF' : "' Enable Virtual Server on  Protocol ITCP ]'
PETR = Tunnel Incaming Port |
User b CEemen

Intarnal IR I

Figure 110: PPTP Client Settings

ﬂ Client’s IP: 192.168.2.155 GW:192.168.2.1
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FTP Server’s IP: 192.168.100.11 GW: 192.168.100.254

Before the InstaGate connects to remote router, the routing table in local router is as
follows:

 Destination ~ Netmask ~ Gateway  Metric Interface
| 19216830 || 2552552550 | o | o | DMZ |
19216820 | 2552552550 | * [0 [ Law |
| 21066390 | 2552552550 | * o | wanw |
| default | 0.0.0.0 2106639102 | 0 | WaAN |

Figure 111: PTP Client Routing Table
Also if you want to ping from 192.168.2.155 to ping 192.168.100.11, it will fail.

After local router connects to remote router successfully, you can see the routing table
has been updated:

PPTP Client
Status : connected

Tunnel end pomts: Local IP: 152 162,100,152 Eemote IF: 192.168.100.150

Configwation mformation
[ Automatic connect after boot
[ Autematic reconnect when tunnel is down

Disconnect if the link is idle for [30 roirte(s).

Tsernarme : !1BStPPTP |

Password : E"'----- |

SEFVEr AMmE | | |

Server [P/PNS - |218.168.145.139 |

Figure 112: PPTP Client Settings
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———-—_
| 192.168.100.150 [ 255.255.255.255 | 0
218168 145,139 | 255255255255 | 210.66.39.102 0 WAN
192.168.3.0 | 2552552550 | 0y 0 DMZ
192.168.2.0 | 2552552550 | * 0 LAN
510.66.39.0 | 2552552550 | @ * 0 WAN
default 0000 | 192.168.100.150 | O PPP

Figure 113: PPTP Client Routes
And you can ping from 192.168.2.155 to ping 192.168.100.11 successfully.

10.2.4User Management

In Sections 10.2.1 and 10.2.2, we described how to configure L2TP and PPTP services.
Both of the services need to have user authentication for those who wish to remotely
access the LAN. Under “Main Menu > Advanced > VPN > L2TP/PPTP > User
Management”, you can configure the remote access user’s name and password. If you
want to assign a static IP address to this remote access user, you could type the static IP
address in the “Assign IP” field. If you leave the “Assign IP” blank, then the InstaGate
will dynamically assign an IP address in the range specified by L2TP Configuration (see
Section 10.2.1) or PPTP Configuration (see Section 10.2.2) to the remote access user, it
depends on which service the user is using (see Figure 114).

hain fenu

L2TPIPPTP User Management
Add A New LZTP/PPTP User

Username Password Confirm Password Assigned IP Address

[ 17 [ ] Add
Username Assigned IP Address

testpptp Diynamic assign Delete
Bab 192.168.2.193 Delete

Figure 114: L2TP/PPP User Management

Note: The IP ranges of DHCP, L2TP, and PPTP should be different. Overlapped IP
addresses will operate unexpectedly.
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11 URL Filter

For all of the efficiencies and economies-of-scale offered by the Internet and web
browsing, there are many risks and ‘inefficiencies’ associated with it as well. For
instance, it is estimated by many analysts and reporting groups that over 30% of a “desk”
employees time is actually occupied by non-work-related Internet surfing, email checking
and the like. Likewise, especially in litigious countries such has the United States, there is
much more risk to lawsuits due to inappropriate or illegal Internet content being
displayed in public or other restricted locations. What’s more, many of the recent major
Internet Viruses, Worms, Trojans and Spyware threats are delivered via web browsing.
The InstaGate was designed to help mitigate these threats and more. For example, URL
web address filtering restricts users from accessing definable improper web sites, while
the web page program filter prevents against malicious attacks both from the Internet, and
inside of the Intranet.

If you wish to enable/disable the Web filter function, you should go into the “Web
Filtering” page in the main menu and select the checkbox to turn on or turn off the
function as shown in Figure 115.

Itering = URL List

Web Filtering Management
URL List
I™ Enable Weh Filtar

Figure 115: The Web Filtering option

11.1Filtering Action

To restrict the types of web sites users have access to, the administrator can either
“Refuse sites with a keywords in the URL” or “Accept sites with the keywords in the
URL”. The function will also automatically ban any derivatives of the web site name, and
make the specific URL inaccessible. Note that the function filters by the hyperlink
address name, not a filter based on the content of the page.

Main Menu > Advanced = URL Filter

URL Filter
URL Fiflr Setiings ]

Enahble URL Filter

Default Action Apply

(@ Refuse sites with the following keywards in URL
(O Accept sites with the following keywords in URL

Scan URL for Following Keyword Add

Figure 116: The Web Filtering Management page
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11.2URL Keyword

If you want to perform this function, enter the “Web Filtering” page and move to the
“Scan URL for the Following Keyword” section. If you want to add a new web site, type
the web site name or address and then select “Add”. To delete the record, select the “Del”
button in the name/address that you want to delete. If the URL contains the keyword the
default action will either allow or deny access to the web page.

11.3Refuse Transfer Protocols

The simple URL address filter is not enough to prevent improper web sites and malicious
attacks. We need to check the web page content and the external hyperlinks to reduce the
hidden risks while visiting the web page.

If you want to perform URL address filtering function, select the “Web Filtering” page
and move to the “Refuse the following transfer protocols” section. Select the checkbox

that you want to disable the protocol on then select “Apply” button as shown in Figure
105 below.

i I~ FTIP " FILE " MailTo

Figure 117: The Transfer Protocols configuration

11.4Filtering web programs

Web browsers give the user a virtually unlimited number of options for accessing
content. It enables the web content not only display the information but also interact with
the user while accessing the Internet information. Unfortunately, there are almost as
many harmful and malicious forms of content than there are legitimate forms of content.
For instance, it is often times very difficult to tell the difference between a well-behaved
or a malicious ActiveX control, because most of the activity is actually going on behind
the scenes. Popular web applications that can carry harmful threats are Microsoft
ActiveX controls, Java script, Java Applets and the like. The InstaGate is designed to
filter the specific program that embedded in the web page to disable the programs while
you visit the web page.

If you want to perform web filtering, enter the “Web Filtering” page and move to the
“Refuse the following functions” section. Select the checkbox that you want to disable
the program pass through the Internet access then select “Apply” button to apply your
option. The detail is shown in Figure 106.

Lctivell

Java Applet

Cascading/TavaScript Style Sheets

Seript language (JavaScript, T3cript, VEScript)
Cockie

=
-
ho
r
&

Figure 118: The URL Filtering Functions Configuration
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You have to configure the Internet proxy server settings on all remote client devices for

web content filtering to operate properly.

If your browser is IE, double select the IE icon to run the IE program. Select the [Tools]
on the menu bar. Go to “Internet Options” -> “Connections” -> “LAN Setting”. In the
proxy server checkbox, fill in the LAN IP address of your InstaGate and the port number

1080 (see Figure 119).

If you use another web browser, please find the Proxy server configuration of your

Internet browser. Fill in the InstaGate’s LAN IP address and Port number1080 in the

proxy configuration.

Figure 119: The proxy setting of the client machine
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[ atrass 8] abcurbiany, | Geners | Security | Contrk Cornechons |Programs | edvancad| A =] #oe |Lrks®
0 H B3 =
COMMEEE YT ey e e -
. Aaica i o Mg st arverrick fieruial setings. To e
Dk el e ﬁmnrwﬂm&?ﬂﬂmtw@nm
I Auromatically detect sesings
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12 Intrusion Prevention

Perhaps the only thing growing faster than the rapid advances in network and
internetwork technology, is the type and number of illegal and criminal activities that
utilize these networks. From simple port scans and Denial of Service (DoS) attacks, to
complicated polymorphic attacks that target the application level, the threats are real...
and getting more sophisticated. The InstaGate provides two major functions to help
detect and mitigate these attacks: “Intrusion Attack Types” and “Scan Prevention”.

12.1Intrusion Attack Types

Packet normalization is a tool designed to detect and prevent DoS attacks, which are
attackes that intend to limit the availability of network resources (such as a server or the
firewall) by b arraging it with traffic, or even crashing the system entirely (with buffer
overflows, etc.) The earlier we detect the attack, the less damage we are likely to incur.
To be effective, however, the pattern database needs to be updated with Software Care to
detect the attacks. The normalization is not based on invading the pattern database. The
InstaGate can base on the standard definition of IP, TCP, UDP and ICMP protocols to log
and/or drop the violated packets. This is a more efficient way to defend attacks.

If you want to perform Packet Normailzation, enter the “Intrustion Prevention” page, and
go to the “Intrusion Attack Types” section. Select the protocol(s) that you would like to
normalize.

To enable/disable normalization, select the “Active” checkbox. To log the event, please
select the “Log” checkbox. To delete the suspected packets, select the “Drop” checkbox.

Main Menu = Advanced = Intrusion Prevention

Intrusion Prevention

Intrusion Prevention Settings

Enable Intrusion Pravention

Intrusion Attack Types

IP Select Activate Al Log &[] DROP All
TCP Select Activate Al Lag Al [] DROR Al
LUDP Select Activate Al Lag Al [] DROP Al
ICMP Select Activate Al Log Al ] DROP Al
Other Select Activate Al Lag Al [] DROP Al
Anti-Fingerprinting Activate Log [ DROP

Apply

Figure 120: Intrusion Prevention Settings

You can select the “+” button next to each protocol to select the individual items (see
Figure 121).
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Main Menu = Advanced = Intrusion Prevention

Intrusion Prevention

Intrusion Prevention Settings

[] Enable Intrusion Prevention

Intrusion Attack Types

IP Select Activate Al Lag &[] DROP All
TGP Select Activate Al Log Al [] DROP Al
UDP Select Activate Al Log &[] DROP All
ICHAP [=] Select Activate Al Log Al [] DROP All

Fing of Death Activate Log [ DROP

ICMP Type Activate Log L[] DROP

ICMP Chksurm Activate Log L[] DROP

ICMP Broadcast Activate Lag [ DROP

ICMP Multicast Activate Log [ DROP
Other Select Activate Al Log &[] DROP All

Figure 121: Detailed items of Intrusion Attack Types

12.2Scan Prevention

The network scan is the basis for many hacker intrusions. Intruders need to collect
information and pick suitable model(s) to attack your machine. If we detect the intrusion
attempt in advance, it is highly likely that we will be able to prevent the intrusion. The
InstaGate provides you with the “Scan Prevention” function. This function helps
“confuse” the intruders by hiding vital system information such as the version of OS.

Enter the “Intrusion Prevention” page and go to “Scan Prevention” section to perform the
function, as shown in Figure 120.

To enable/disable the functions, please select the “Active” checkbox. To log the event,
select the “Log” checkbox. To delete questionable packet, select the “Drop” checkbox.
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13Dynamic DNS

Under the “Main Menu > Advanced > Dynamic DNS” page, you can bind your domain
name with a dynamic DNS provider. DDNS providers allow you to associate static
hostnames with a dynamic IP address, allowing you to use your dynamically assigned IP
address (from your ISP). This reduces the costs associated with static IPs. The InstaGate
supports two dynamic DNS providers: Dynamic DNS Network Services
(http://www.dyndns.org) and DNS Made Easy (http://www.dnsmadeeasy.com) .

After you create your account successfully and register a dynamic domain name. You
will be given a Record ID or Hostname. Check the “Enable Dynamic DNS” checkbox
and select the “Dynamic DNS Service”. Now enter the “Host Name or Record ID”,
“Username” and “Password” for the Dynamic DNS Service you selected as shown in
Figure 122.

Dynamic DNS
Dynamic DNS Settings
¥ Enable Dynamic DNS

Dynamic DNS Service IDNS Made Easy =]

Dynamic DNE Metwork Services website
[httpedfwemnie. dyndns. orgd

DMS Made Easywebsite

{http:Mwivir dnsmadeeasy com/

Host MName or Record 1D !323459
Username itestddns

Password Imm*

Apply |

b

Figure 122: Dynamic DNS Settings

Last, you select the “Apply” button. If the InstaGate gets the new dynamic IP, it will
update the IP information to “DNS Made Easy” automatically. You can see the update
information under the “Main Menu > Advanced > Status > System Log” page.
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14 Proxy DNS

Under the "Main Menu > Advanced > Proxy DNS " page, you can map a domain name to
a server [P address. Acting as a DNS server for internal networks, it allows you to
connect to local machines in your network without using an external DNS server,
simplifying the configuration and management of our network. Before mapping the
domain name to a Server IP address, however, it is necessary to specify your InstaGate
DNS server address as follows.

1. Select Start, then choose Settings > Network and Dial-up Connections.

2. Select the Local Area Connection.

Local drea Connection Stakus ] d i1

Geenaral ]

Cornechan
Slatie: Cornected
Diuralian 1 day 23420
Speed 1000 bpz

Artip
St — %— Recaived

Packets gE08 | 33055
Fropeilies I Dizsble= I
Cloz=

Figure 123: Network Connection Status

3. Select Properties.

The Local Area Connection Properties dialog box appears as:



Local Arca Connection Properbics 4 i

Geeral ] Shanrg I

Cormect uzng

| & bzl 255w bazsd PO Ethenict Adopter (1047001

Campanzrie checked 3 uzed by thie conmechion:

=] E Chent For Microsof | Melworks
B 2 File and Frirter 5 haiing lor b iciosolt Metworks

ricemre Pratocal [TCRAP

Inzidl . Uninzlal FT——— |

Diesciphon
Tranzmizsion Control Pratocol Internat Protbacal The defzulk

wide anea neivork proiocol bak prosdes commuanication
acmss divers= irb=iconreched rebworks.

[ Show iconin lazkbal when coreected

ok | came |

Figure 124: Network Connection Properties
4. Select Internet Protocol (TCP/IP), then select Properties.

The Internet protocol (TCP/IP) Properties dialog box appears as:

Internet Protocol (TCP/IP) Properties

General |

“fou can get IP settings assighed autormatically if vour netwark, supports
thiz capability. Othenwize, you need o ask your network, adrministrator for
the appropriate |P settings.

() DObtain an IF address automatically
{#) Use the follawing IP address:

IP address: | 192.168. 1 .17 |
Subnet mask: | 255 .255.255. O |
Default gateway: 192 .168. 1 . 253 |

(#) Use the follawing DMS server addresses:
Prefenred DNS server: | 139.175. 55 . 244 |

Alternate DMS server: | . . . |

[ ak, l[ Cancel ]

Figure 125: TCP/IP Properties

5. Then in Alternate DNS server specify the DNS server address of your InstaGate
and select OK.
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Internet Protocol (TCP/IP) Properties

General |

ou can get [P settings assigned automatically if your network, supports
thiz capability. Othenwize, pou need to azk your network administrator for
the appropriate |P settings.

(1 Obtain an IP address autamatically
(#) Use the fallowing IP address:

IP address: | 192 182, 1 . 176 |
Subnet mask: | 255 . 255 . 255 . 0 |
Diefault gateway: [192.188. 1 . 253 |

(#) Use the fallowing DMS server addresses:

Preferred DNS server: | 139,175 . 55 . 244 |
Alternate DNS server: [192 . 188. 2 . 1 |
[ [H].8 ] [ Cancel ]

Figure 126: DNS Server Address

It is necessary to specify your security device DNS server name because the Domain
name by which you are going to bind server I[P address is not known by the network (that
is its invalid for the Internet).

Then in the "Main Menu > Advanced > Proxy DNS " page, you need to specify the
Server IP address, unique Domain name and unique Alias of it. No two fields can have
same Domain name and Alias. After you finish, select “Add/Modify”. The record will get
automatically added into the Proxy DNS table. If you want to modify some contents you
can select the respective “Modify” button.

Proxy DNS

Add A Proxy DNS

IP Address Host Name Alias
ac Binding MIEAEARE ftestiabcom et Add /  Modify
Filters

IP Address Host Name Alias
127.0.01 localhost localdomain localhost

Figure 127: Proxy DNS
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After you select “Add Modify” button the record gets added to the Proxy DNS table
automatically as shown the Figure below.

Proxy DNS

Add A Proxy DNS

IP Address Host Name

I I I Add /4 Modify
IP Address Host Name Alias

127001 localhost localdomain localhost

192.168.1.12 test. lab.com testl Mladify | Delete

Figure 128: Proxy DNS List
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15Status

15.1Log Setting

Under the “Main Menu > Advanced > Status > Log Setup” page, the InstaGate provides
you with “Email Setting” and “Scheduler Setting”. You can send the whole system log
information to a valid email account. As shown in Figure 129, you have to provide a
“Mail subject”, the ”Administrator Email account”, “SMTP Server IP”, and if required, a
“username” and “password” of the SMTP server. Then select the “Apply” button to save
the settings. If you want to mail the log immediately, select the “Mail log now” button.

Mailing Setting
Administrator Email Address

Iadmin@testlab.cum

Message Subject |this is log
SMTP Server Address |mai|.test.|ah
¥ Use Authentication
Username |admin
Pasgword |“*““1

Apply | blail Log Mow |

Scheduler Setting
= hail disabled

Figure 129: Mailing setting of Log

You can decide when the system will send the log information to your email account. As
shown in Figure 130, this InstaGate supports five pre-set schedules to match your needs.

Il L
g Mamng semng
Administrator Ernail Address

Message Subject
SMTP ZSerer Address

[T Use Authentication
lzername I

Password I

Anpply Mail Lag Mow

Scheduler Setting

Mail disabled

£° Mail the system log if it mare than 100K
i Mail the system log if it more than 500K

Mail the system log daily

Mail the system log weekly

nline
* | ngout

Apply -
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Figure 130: Scheduler Setting

If you want to send syslog information to an external server then you can select the
“Enable syslog output to external server” check box and specify the IP address of the
external syslog server and select the “Apply” button (see Figure 131). By this method,
you can get previous syslog information from the external Server if your InstaGates
syslog tables have been cleared.

Log Setup
Syslog Settings
¥ Enable syslog output to extemal senver

Server IP Address |192.153.1.175

Mailing Setting

Administrator Email Address

hWessage Subject |
SMTP Server Address |

Figure 131: Syslog Output to external server

15.2System Info.

Under the “Main Menu > Advanced > Status > System” page, you can see the summary
of system information (see Figure 132). The “Refresh” button will reload this summary

page.

Interface Type PRFoE

IP address PPPOE disconnected  Sonnect |

Default gateway

First DNS
Second DNS
MTU for PPPoE FPPoE disconnected
RX Bytes
TX Bytes
PPTP Client Dizconnected
IP Address 192.168.8.1

: Netmask 256 255 2650

tem Log NAT Disabled

< Director DHCP Server Enabled
1 RX Bytes BE1R2G L.

TX Bytes BO2569

Refresh | Ll

Figure 132: The summary of system information
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15.3 VPN Status

Under the "Main Menu > Advanced > Status > VPN Status " page, you can see a subset
of VPN configuration information of the device. The "VPN SP Status" shows the status
of security policies such as "Source IP/Subnet", "Destination IP/Subnet", "Source
Gateway IP", "Destination Gateway IP", "Type" for Auto-Key or Manual-key, "State" for
Connected or Disconnected. "VPN SA Status" shows the status of security association
including the "security parameter index (SPI)", "Destination Gateway IP", "Proposal",
"Source IP/Subnet", "Destination IP/Subnet", "Source Port", "Destination Port".

Search keyword : | | [ search ]

VPN SP Status

’l_autok_eyl 192.168.2.0/255.255.255.0  |192.168.10.0/255.255.255.0 |1%2.168.1.64 |1%2.168.1.84 AuteKey (Connected

[2 [autokey1 [192 168 10.0/255 2552550 [192 168 2 04255 2552550 [192 168 1 84 [192 168 1 64 [AutoK ey [Connected

VPN SA Status
No 8Pl DstGWIP | Proposal | SclP/Subnet  DstiP/Subnet | SrcPort DstPor |

[1 [14d1de23 [192168. 164 [ESP  [192.168.10.0/255.255255.0 [192.163.2.0/255.255.255.0  |0-65535 [0-65535
[2 [eaazm66 [192168. 134 [ESP  [192.168.2.0/255.255.2550  [192.163.10.0/255.2552550  |0-65535 [0-65535

Figure 133: VPN Status

You can also search a particular record by specifying the search keyword and then
clicking the “search” button as shown in the Figure below.

Search keyword : |aut0key1| | [ search |

Figure 134: VPN Status Search

After you select the “search” button the following results are displayed.

VPN SP Status
Mo Mame  SrelP/Subnet  DstlP/Subnet  SreGWIR  DstGWIR  Type  State

[1 [autolkcexl [192 168.2.0/255.255.255.0  [192.168.10.0/255.255.255.0 |192.165.1.64 [192.162.1.84 [AutoK ey |Connected
[z [autolceyl [192 168.10.0/255.255.255.0 [192.168.2.0/255.255.255.0  [192.168.1.84 [192.168.1.64 [AutcKey |Connected

Figure 135: VPN Status Search Results

15.4ARP Table

Under the “Main Menu > Advanced > Status > ARP” page, you can see the ARP table
(which is a cache of IPP/MAC address mappings). When you want to send a packet to a
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local host, your software looks up the IP in the ARP cache, gets the MAC address,
constructs an Ethernet header with the correct source/destination MAC addresses (see
Figure 136).

ARP Cache Table
IP Address MAC Address
192.168.8.11 00:50:EB:DE:BO:FF

Refresh |

Figure 136: ARP Cache Table

15.5 DHCP Table

Under the “Main Menu > Advanced > Status > DHCP” page, you can see the DHCP IP
assignment table. It contains the information of IP address, MAC address, released and
expire time and host name (see Figure 137).

DHCP IP Assignment Table
IP Address MAC Address Leased Time Host
192.168.8.11 00:50:ek:0e:BOf  1970/0101 02:13:46 — 19700101 12:13:46 john

Refresh |

1 Log

Figure 137: DHCP IP Assignment Table
15.6System Log

Under the “Main Menu > Advanced > Status > System Log” page, the administrator can
see pertinent system information for this device. In the log table, you can find out when
the event happened, what process invoked it and detailed information about the event.
For example, you can find out the login name, login time and login IP address in the
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login event. You can select how many lines to display by clicking the pull-down menu,
and you can also select which page you want to jump to. The “Refresh” button will
reload the latest contents of the system. If you want to clear the whole log, select “Clear
Log” (see Figure 138).

Logging
Display Settings

100 lines/page = All information = Keyword

El | Search |
Refresh | Clear Log |
Date & Time Process Message

Page. 1 =

Date & Time Process Message

Jan 1 pptpd[319][SGLOGT] MGR: Bad [P address () in config file!

000017

Jan 1 httpd [EGLOGE] admin login from 192.168.8.11 successfully.

00:01:02

Jan 1 IKE[304] [SGLOGE] IKE [v1.0) task start -
00:00:20

Jan 1 [2tpd[313] [SGLOGE] I2tpd version 0.69 started on (none) PID:313

00:00:20

Jan 1 pptpd[319][3GLOGY ] MGR: Bad IP address ) in config file!

00:00:20

Jan 1 dhepd [SGLOGE] DHCPDISCOWER from 00:50:eb:0e:80:f via ixp0

02:13:45 =

Figure 138: System Log
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16 SoftPak Director

SoftPak applications are security and IT software modules that add functionality to your
InstaGate. SoftPaks are delivered via SoftPak Director. SoftPak Director allows you to
perform the following functions:

e Subscribing to SoftPaks

e Viewing Enabled SoftPaks

e Changing your User License Level

16.1 Registration

Enter your contact information to access important services such as the SoftPak Director
and InstaGate Software Care, Hardware Care, and Phone/Email support.

Main Menu > SoftPak Director > Registration

System Setup: Registration
Please keep your InstaGate registration information up-to-date in order to access important senices such as the SoftPak Director and

InstaGate Software Care, Hardware Care. and Phone/Email Care support.
Correct billing information is required in order to purchase SoftPaks through the SoftPak Director.

Registration has been previously sent : Mon Jul 25 16:10:18 UTC 2005

Billing Address

Mame of eSoft. Inc. Billing Contact Accounting
Organization

Address 295 Interlocken Blvd City Broomfield

Country | United States [V]

State or Province | Colorada [v] Postal Code 50021

First Name Tech Last Mame Support

E-mail Address support@esoft.com Fhone Number 303-444-1600

eSoft Updates Moatify me of eSoft software updates, security patches, and feature enhancements.
eSoft Announcements Motifiy me of eSoft SoftPak applications and product promations.

* By subscribing to these natification lists you are authorizing eSoft to provide you with the above requested information by email.
Your contact information is never provided to any third party.

Figure 139: SoftPak Director Registration

16.2 Catalog
16.2.1 Subscribing to a SoftPak
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To subscribe to a SoftPak:

1. Select Catalog from the SoftPak Director menu. A list of available SoftPaks is
displayed along with a brief description and pricing information for each
application.

2. Select the SoftPak you wish to subscribe to, and click Subscribe. A confirmation

page appears listing the fees associated with the selected SoftPak.

e Note: To view additional information about the selected SoftPak, click
Details. See .Viewing SoftPak Details below for more information.

Click Yes. The Billing Information page appears.

4. Enter your billing information, and click Next. A confirmation page appears
listing the details of your order.

5. Click Purchase to subscribe to the SoftPak. If your order is processed successfully

a receipt is displayed. Please print the receipt and keep it for your records.

Click Download Now to immediately download the SoftPak.

7. A status bar displays the progress of the download. When the download is
complete, the Apply Updates page appears listing the system administrators who
will be notified when the installation is complete. Click Install to install the
SoftPak.

[98)

.0\

If you do not wish to install the SoftPak at this time, click Cancel to exit the SoftPak
Director. The next time you access the administrative interface a message will appear
instructing you to install the SoftPak. To install the SoftPak, click the Install Now button.

Main Menu = SoftPak Director > Catalog

[]  Phone/Email Care 25 Users - $637 | v|
Provides 24/7 telephone and email support. PerYear :v:
Note: Available per incident, or on an unlimited basis. For additional support options please contact errear ||
vour eSoft sales representative.

O Software Care 25 Users - 589 |v|
Provides access to latest feature enhancements, software upgrades and security patches for one - T
vear PerYear |v|

Nate: Required for the download and use of SoftPak applications.

[ Details H Subscribe

Figure 140: SoftPak Director Catalog

16.2.2 Viewing SoftPak Details

The Details page provides a brief product description and pricing information for the
selected SoftPak. To exit the Details page, click Done.

If you have already subscribed to the SoftPak, the Details page may provide a Renew
button so that you can quickly renew your SoftPak subscription.

If you have not subscribed to the SoftPak, a Subscribe button is provided.
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16.3 Enabled

The SoftPak Director Enabled page lists the SoftPaks to which you are currently
subscribed. You can also check for software updates and renew SoftPak subscriptions on
this page.

To view enabled SoftPaks:

1.

Select Enabled from the SoftPak Director menu. A list of SoftPaks you are
currently subscribed to appears, along with the expiration date for each SoftPak
(if applicable). Both installed SoftPaks and SoftPaks that have been downloaded
but not yet installed are listed.

InstaGate automatically contacts the SoftPak Director every week to see if new
SoftPaks are available. To force an immediate check for updates, click Check
Now.

To view additional information about an enabled SoftPak, click Details. See
section 16.2.2 (Viewing SoftPak Details).

To renew your subscription to a SoftPak, select the SoftPak and click Renew. A
confirmation page appears listing the fees associated with the selected SoftPak.
Click Yes to renew your subscription.

Main Menu > SoftPak Director > Enabled

Select

"

SoftPak Application Status

Extended Hardware Care Installed: Yes

Extends 1st-year warranty for hardware repair by one year. Expires: 20 June 2006

Note: Required fo qualify for "Hardware Hot Swap” purchase. 95 Users - 99 [+
PerYear V

Gateway Anti-Virus Installed: Yes

Scan HTTP, FTP, POF3 and SMTP for virus content Expires: 08 July 2006
25 Users - 8175 |v|
Perfear |v

[ Details ][ Upgrade H Renew ]
Figure 141: SoftPak Director Enabled

16.4 User License

InstaGate can be licensed for 25, or Unlimited users. Through SoftPak Director, you can
upgrade the number of users supported by your system as needed.

To change your user license level:

1.

2.

Select User License from the SoftPak Director menu. The number of users
currently supported by your system is selected.

Select the new user license level from the drop-down list, and click Change. A
confirmation page appears listing the relevant changes to the user license and
fees.

Click Yes to update your user license level, or Cancel to exit without updating.
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Main Menu > SoftPak Director > User License

Select User License Level
(=) 25 Maximum Users (Current)
@ Unlimited Users

Figure 142: SoftPak Director User License
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Global Management

eSoft’'s Global Management technology allows a central administrator to configure and manage
network security and access policies for multiple InstaGate devices. Participating InstaGates
use global management clients to connect to a global management server (such as, VPN
Manager).

Once connected, a device continually exchanges configuration information with the management
server and reconfigures as necessary.

17.1 Client Settings

To enable Global Management configure the Client Settings as shown in Figure 143

1.
2.

3.

Select “Global Management’ menu.

Select the “Global Management Enabled” check box. This enables the InstaGate’s global
management client, allowing it to connect to a global management server.

Enter the IP address or host name of the Management Server in the “Remote Address”
field.

Enter the “Domain” for management. The domain name is used to identify and group the
clients managed by the global management server.

Enter a “Login Name” and “Password” for the client. The name and password specified
are used to authenticate (or register) the client when connecting to the global
management server.

Click “Apply” to save your settings, or “Cancel” to exit without saving.

Main Menu > SoftPak Director > Global Management > Client Settings

Client Settings

Global Management Client Settings

[[JEnabled Global Management
Remote Address

Domain

Login Name

Password

Apply ] ’ Cancel]

Figure 143: Global Management Settings
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Appendix A: Win2K IPSec VPN to the InstaGate

This example guides users through the setup of an IPSec VPN Tunnel between a Win2K
Client and the InstaGate. As shown below, we assume the local gateway’s name is
Security-Router and remote PC is with a Win2K IPSec Client. The local network and
remote network is connected through an IPSec tunnel. The IP addresses we used in this
example are shown as below.

Local Gateway Remote Win2 K

| WO IPSec Tunnel E

D D 210.66.29.1 210.66.29.2

Local Metwark
1092 168.2.0/24

Local Gateway (Security- Remote PC (Win2K)
Router)
WAN: 210.66.39.1 WAN: 210.66.39.2

LAN: 192.168.2.1

[.Setup Win2K IPSec VPN
A. Create IPSec Policy

Typically, the Win2K client is not a member of a domain, so a local IPSec policy is
created. If your Win2K client is a member of a domain, there already exists a local IPSec
policy. In this case, you can create an Organization Unit (OU) in Active Directory to
make your Win2K as a member of this OU by assigning the IPSec policy to the Group
Policy Object (GPO) of this OU. For more information, please refer to the Assigning
IPSec Policy section of Win2K online help.

1. From Window desktop, Start ?Run, enter SECPOL.MSC, select OK.

2. Right-select IP Security Policies on Local Machine, and then select Create IP
Security Policy.

3. Select Next, and enter name and description for your policy. For example, Win2K to
Security-Router.



4. Uncheck Activate the default response rule check box, and select Next.
5. Keep the Edit properties check box selected and select Finish.
6. A dialog will pop-up for you to configure two filter rules for this policy.

Win2K_to_Security-Router Properties 2%

Fules IGeneraII

chg Security rules for comrunicating with other computers

IF Security Fules:

Conne

IP Filter List Filter Action
O <Dynarmic> Default Response  Kerberos
4

Ao, | Ean. |

All

|

En | ¥ Usg Add Wizard

Cancel

NOTE: The IPSec policy is created with default IKE main mode (phase 1) on the
General tab. Please check details by select the Advanced... on this tab.

HE

Win2K_to_Security-Router Properties
Bules General |
ﬁ IF secutity policy general properties

MNarme:

iWinEK_tD_SecurwfRDuter

Description:
=
El

Check for policy changes even:

Bl rninutels)

Key Exchange using these seftings:

Cancel

B. Create Filter Rules for IPSec Policy

102

The IPSec tunnel consists of two filter rules, each of which specifies a tunnel endpoint.

One is for the direction from Security-Router to Win2K client, and the other is from
Win2K client to Security-Router. In each filter rule, a source IP and destination IP for

local and remote VPN clients are required.



C. Build a filter rule from Security-Router to Win2K client
1. In the policy dialog, uncheck Use Add Wizard check box, and select Add....

Win2K_to_Security-Router Properties
Rules iGeneraII
éfé Security rules for communicating with other computers
IP Security Rules:
IF Filter List ] Filtar Action Authenticati.. | Tunnel Sett.. | Conne
O <Dynamic> Default Response  Ketberos Mone All
4] I &
Add | Edit... I Fermawe | ™ Use AddWizard

oK I Cancel

2. On IP Filter List tab, select Add....

(98]

Add Wizard check box, and select Add....
4. Select A specific IP Subnet in the Source address, and enter the IP addresses of

Local Network.

5. Select A specific IP Address in the Destination address, and enter the IP

addresses of Remote PC.
6. Uncheck Mirrored check box.

Filter Properties
Addressing |F’rmm:n\ | Description |

—Source address

PAcdress: [ 192 . 168 . 2 . 0

Subnetmask:| 255 . 255 . 256 . O

i Destination address

A specific IP Address _V_l
PAddess: | 210 . 66 . 39 . 2

Subnetmask:l 255 . 255 . 255 . 255

I Mirrored. Also match packets with the exact oppaosite source and destination
addresses.

ok || concal || A |

. Enter a name for this filter rule (e.g., Security-Router to Win2K)), uncheck Use
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7. On the Protocol tab, leave the protocol type to Any. Because [PSec tunnels do not
support protocol-specific or port specific filters.
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Filter Properties

8. On the Description tab, you can give a description for this filter.

Filter Properties

|Security-Router-to-win2k]

9. Select OK, and then select Close.
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+ IP Filter List

i An P filter listis composed of multiple filkers. In this way multiple subnets, IP addresses
= and protocals can be combined into ane [P filter.

Security-Router to Win2k
Add..

Description:
| Edit
ﬂ Remove

[ Use Add vWizard

Filters:

| Mirr.. | Description | Pratacol| Sourc...

e AT

| Desti

| Source DML | Source Ad..
3 i) ]

Ut < ec

QK l Cancel

4

It will create a filter and select the filter we just created.

Authentication Methods I Tunnel Setting | Connection Type
IP Filter List | Filter Actian

=t

= The selected IP filter list specifies which network traffic will be

secured with this rule.

IP Filter Lists:

MNarme | Description

O AllICMP Traffic Matches all ICMF packets between ...
O AllIP Traffic tatches all IP packets from this co...

Louter to

Add. | Edit... | Femowe |

Cloge | Earzel I Appaly I

10. On Filter Action tab, uncheck Use Add Wizard check box, and select Add....
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New Rule Properties
Authentication Methods | Tunnel Setting | Connection Type |
IP Filter List Filter Action
X The selected filter action specifies whether this rule negotiates for
secure hetwork traffic, and how itwill secure the tratfic
Filter Actions
MName | Description i
O Fermit Permitunsecured IP packets to pas...
O Feguest Security (Optional) Accepts unsecured communication....
O RBequire Security Accepts unsecured communication,
Add Edit | Beme | ™ Use Add Wizard

Cloge I Cance| | Apphy |

11. Leave Negotiate security is checked, and uncheck Accept unsecured
communication, but always respond using IPSec check box. You must do this to
ensure secure connections.

New Filter Action Properties

Security Methods | General |

' Permit
" Block

& Megotiate security:
Security Method preference order:

Type | AHIntegrity | ESP Confide.. | ESP Integrity | Ke Add

Elit.
By

I e U
4 | i _)I e dawn

™ Acceptunsecured communication, but shways respond using IPSec

[ Allow unsecured communication with non IPSec-aware computer

[T Sessian key Pete et Eonward Secrecy

Ok | Cancel | Apphs |

12. Select Add... and select Custom (for expert users) if you want to define specific
algorithms and key lifetimes. Please make sure the settings match whatever we
will configure in Security-Router.
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New Security Method

13. Select OK, check Session key Perfect Forward Secrecy check box if you want
to enable the PFS function.



Security-Router to Win2K Properties
Security Methods | General I
£ Parmit

£ Block
& MNegotiste securty:

Security Method preference order

[Tvpe [ AHInte. | ESPCon. | ESPInte... | KeyLifstim Add

4]

Custom  <hone>  3DES 0/ 3600

Edit... |
Remove |

hle U |

I > ez s k)

I Acceptunsecured cormrmunication. but akvays respond using IPSec
I Allow unsecured communication with non IPSec-aware computer

¥ Session key Pedect Forward Secrecy

0K | Cancel | Apply |
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14. On General tab, give a name to this filter action, for example, Security-Router to

Win2K, and select OK.

15. Select the filter action you just created.
16. On Authentication Methods tab, select Edit, select Use this string to protect the
key exchange (preshared key) option, and enter the string 12345678 in the text

box, select OK.

Mew Rule Properties
IP Filter List | Filter Action
Authentication Methods I Tunnel Setting | Connection Type

The authentication method specifies how trust is established
hetween the computers. Offer and accept these authentication
methods when negotisting security with another computer.

Authentication Method preference arder:

hethod

| Details | Add..

Kerheras

BEtrave

iy =at] a]

e =ae

[ v
[ oo

Cloze Eafice] Apply
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Authentication Method

The authentication method specifies how trust is established
ﬁ hetween the computers.

 Windows 2000 default (Kerberos W5 protocol)

 se a carificate from this certificate authority (CA);

I Efawse.. |

@ |sathis string to protect the key exchange (preshared key):

12345675 2]

[ -
oK I Cancel | Apply |

17. On Tunnel Setting tab, select The tunnel endpoint is specified by this IP
address, and enters the WAN IP address of Win2K client.

New Rule Properties

IP Filter List | Filter Action
Authentication Methods Tunnel Setting | Connection Type

The tunnel endpointis the tunneling computer closestta the IF
traffic destination, as specified by the associated IP Filter List. |
takes two rules to describe an IPSec Tunnel.

HH

 This rule does not specify an IPSec tunnel.
@ The tunnel endpoint is specified by this IP Address:
210 . 66 . 39 . 2

Close I Earee] | Apply |

18. On Connection Type tab, choose the connection type you want to apply this rule
(e.g. All network connections).
19. Select Close.

It will create a filter rule and check the filter rule we just created.
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Win2K_to_Security-Router Properties
Rules I_Genera\l
E;I}g Security rules for communicating with other computers
P Security Rulas:
IF Filter List ] Filter Action ] Authenticati... I Tunnel Sett . I Conne
Security-Foute... Security-Pouterto... Preshared .. 21066392 All
O <Cynamic> Default Response Kerberos Mane All
4 | B
Al | Edit... | Femove | ™ Use Add ‘Wizard

Close I SatiEe] | Al |

Build a filter rule from Win2K client to Security-Router

1. In the policy dialog window, uncheck Use Add Wizard check box, and select
Add...

2. On IP Filter List tab, select Add....
3. Enter a name for this filter rule (e.g., Win2K to Security-Router), uncheck Use
Add Wizard check box, and select Add....

4. Select A specific IP Address in the Source address, and enter the IP addresses of
Remote PC.

5. Select A specific IP Subnet in the Destination address, and enter the IP addresses
of Local Network.

6. Uncheck Mirrored check box.
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Filter Properties ‘

Addressing |F’rotoco|| Description'

—Source address:

IPAddresszl 210 . 66 . 39 . 2
Subnet mask: | 255 . 255 . 255 . 254

—Destination address:

A specific IP Subnet ﬂ
PAddiess | 192 . 168 . 2 . 0

Subnetmask:l 255 . 255 . 255 . O

™ Mirrored. Also match packets with the exact opposite source and destination
addresses.

(6]:€ | Cancel | sl |

7. On the Protocol tab, leave the protocol type to Any. Because IPSec tunnels do not
support protocol-specific or port specific filters.

8. On the Description tab, you can give a description for this filter.

9. Select OK, and then select Close.

Name:

Win2K to Security-Fouter

Description: Add..
.:J Edit... |
.ll Femove |
Filters: I Use Add Wizard

|Destmatmn e, !
£255.265 266.0

| I ‘ Description |_ Source DNS Name | Source A | Source Mask Destination DNS MNa | Destinat
ity-Fouter... A spec 21066.39.2 2552652662 ific IF Subnet> 192165.2.0

Ok I Cancel

+ IP Filter List
e An P filter listis composed of multiple filters. In this way multiple subnets, IP addresses
= and protocols can be combined into one P filker.

It will create a filter and select the filter we just created.
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Edit Rule Properties
Authentication Methods I Tunnel Seting I Connection Type |
|P Filter List Filter Action

s

The selected IP filter list specifies which network traffic will be
securedwith this rule

IP Filter Lists:

MNarne | Description

Q AllICMP Traffic Matches all ICWP packets between ..
O AllIP Traffic Matches all IF packets from this co..

O Security-Router to WinZk
@ 'Win2K to Security-Router

Add.. Edlit... I Remowve I

QK I Cancel I Apply I
On Filter Action tab, uncheck Use Add Wizard check box, and select Add....

10. Leave Negotiate security is checked, and uncheck Accept unsecured
communication, but always respond using IPSec check box. You must do this to
ensure secure connections.

11. Select Add..., and select Custom (for expert users) if you want to define
specific algorithms and key lifetimes. Please make sure the settings match whatever
we will configure in Security-Router.

12. Select OK, check Session key Perfect Forward Secrecy check box if you want
to enable PFS function.

13. On General tab, give a name to this filter action, for example, Win2K to
Security-Router, and select OK.

14. Select the filter action you just created.

15. On Authentication Methods tab, select Edit..., select Use this string to protect
the key exchange (preshared key) option, and enter the string 12345678 in the text
box, select OK.

16. On Tunnel Setting tab, select The tunnel endpoint is specified by this IP
address, and enters the WAN IP address of Security-Router (e.g. 210.66.39.1).

17. On Connection Type tab, choose the connection type you want to apply this
rule.

18. Select Close.



It will create a filter rule and check the filter rule we just created.

Fules |Genera||

Security rules for communicating with other computers

Win2K_to_Security-Router Properties [

IF Security Rules

IF Filter List | Filter Action Authenticati... | Tunnel Sett.. | Conne

WinZk toSecur . WinZK to Securit Freshared 21066391 All

Security-Fouwt ... Security-Fouter .. Preshared .. 210.66.39.2 All

O <Dwnamice Default Response  Kerberos Mane All

« | B
Add. | Edt. | Remove | Useaddwizan

QK I Cancel | Al |

E. Enable IPSec Policy
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Right-select the IPSec policy we created before and select Assign to enable this policy.

| acion View || & & [ & B @ &

Tree I

| MName 7

! Description

! Folicy Assigned

B Security Settings
&.{Q Account Policies
&8 Local Palicies

Client (Fespond Only)
B4 Secure Server (Reguire Security)

Communicate normally {unsecured). Use t.

Mo

(2 Public Key Palicies

For all IP traffic, always require security u... Mo
erver (Request Security) For all IP traffic, alwvays request security u...  Nao
BEWinZK tn_Security-Router Yes

E‘g IF Security Policies on Local Machine

4




114

II. Setup Security-Router IPSec VPN

. Objects—> Gateways, select Add.

. Enter name of Gateway, e.g. Security-Router.

. Select Local Gateway ratio and select WAN option.

. Leave IPv4 ratio is checked, and select Add.

. Objects—> Gatewasy, select Add.

. Enter name of Gateway, e.g. Win2K.

. Select Remote Gateway ratio and enter the WAN IP address of Win2K client.
. Leave IPv4 ratio is checked, and select Add.

01N DN B~ WK =

It will create two Gateway Objects, one for Security-Router itself and the other one for
Win2K client.

Gateways

Add A New Gateway

Add A MNew Gateway Add

Name IP Address Identity

rerriote 192.168.1.64 192.168.1.64 i ‘F‘
Edit  Delete

local AN WA |

Win2k 210.88.39.2 210.56.39.2 al 'F"
Edit = Delete

9. Main Menu—> VPN 2AutoKey(IKE), select New AutoKey Object.

10. Enter a name for this policy, e.g. Security-Router Win2K.

11. In Local Network, select blank field and enter the IP addresses of Local Network.

12. In Remote Network, select blank field and enter the IP addresses of Remote Network.
13. Select Security-Router tor Local Gateway and Win2K for Remote Gateway.

14. Check Preshared Key ratio and enter 12345678 for key and confirm.

15. Check IPSec Proposal options to consist to Win2K settings.

16. Leave IKE SA Lifetime and IPSec SA Lifetime unchanged.

17. Select Finish.



New Automatic Key VPN: Step 1 — Policy Name

Policy Settings
Palicy Name ISecuritymumer_WQKi

Iain Me etup Wizard = Automatic K

New Automatic Key VPN: Step 2 — Network Setup

Network Settings

Local Metwork Femote Metwork
O I--Known Metwirk- j O |-Known Metwork- ;I
& [192.168.20 /24 @ [210.66.39.2 ¢ 132

New Automatic Key VPN: Step 3 — Gateways

Gateway Settings

Local Gatesway Remote Gateway
| Security-Router LAN122. 168.8.1] =] [Win2Kk[210.66.38.2] =

Mew Gateway |

Back | MRS |




New Automatic Key VPN:
Step 4 — IKE

IKE Settings
IKE Praposal ©ORSA 9 % Shared |*-m-****

D55 Key
Canfirm Imm

IKE SA Lifatime 4

|H0ur(s) j

New Automatic Key VPN: Step 5 —
IPSec

IPSec Settings

IPSec Proposal I AH W ESP ¥ EsP
Authentication Encryption

1

¥ Perfect Farward Secrecy
IPSec SA Lifetime |1 IHDur(S) ﬂ

Back Finish

lew AutoKey VPN

By Autakley WM

Local Remote Local Gateway Remote Description Active
Network Network Gateway

192.166.10.0/24192.1658.2.0:24 remate PSK ESP v 2y
[192.168.1.64]4uth. ESP Edt O
Enc. PFS
ounter MY2K210.66.39.99/24210 66.39. 24325 ecurity-Router  Wyin2k PEk ESF W 2y
[LAM192.168.8.1][210.66.32.2] Auth. ESP Edt O
Enc. PFS

Binding

Now this InstaGate is ready to build IPSec tunnel with Win2K client.
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Appendix B: Win2K PPTP VPN client to the
InstaGate

This example guides users to set up a PPTP VPN Tunnel between the Win2K PPTP VPN
Client and the InstaGate. As the Figure-1 shown below, Alice want to build a PPTP VPN
Tunnel to access the local network through Internet just like she is in the local network.
The IP addresses and id/password we use in this example are shown in Figure-2.

191.168.3.12

ﬁ [, | e 7
I

e ] [ [ 1
\ 3
Local Metwork , Blier

102.168.3.0,24 ——

Figure-1
Alice Security Router
210.66.39.2
WAN: 210.66.39.1
ID: Alice
LAN: 192.168.3.1
PASSWD: Alice

Figure-2

I. Setup Win2K PPTP VPN Client

A. Create a custom PPTP VPN tunnel

1. Right-select My Network Places, and then select Properties.

2. Double-select Make New Connection.

3. In the Network Connection Wizard, select Next.

4. Check Connect to a private network through the Internet select Next.
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5. Select Next, and then enterDestination Address (for the example, 210.66.39.1).

6. SelectNext, selectVext, selectNext, enter Connection Name (for example, PPTP to
Security-Router).

7. Select Finish.

After create a custom dial-up tunnel (for the example, the PPTP to_ Security-Router
tunnel), Win2K will pop a Connection dialog and add a PPTP_to_Security-Router icon
in the Network and Dial-up Connections window. see Figure-3 and Figure-4.

Connect PPTP_to_Security-Router 7 %] H

I zer name:; ||

Password: |

[ Save Password

Connect I Cancel Froperties Help |

Figure-3
B3 Metwork and Dial-up Connections 1 =] B3 I
J File Edit “iew Favorites Tool Advanced Help |-

J =Bk« = - 3] | Q) Search L Folders ¢ History | F g r bl | G- B3 22
J Address I[ﬂl Metwark, and Dialup Connections L! > Go

= — |

P e AN | = e @1 i,
Y B L @ (S Lem
[ ake Mew Local &rea FPTP _to_
Network and Dial—up Connection  Connection 2 Security-R...
Connections

This folder cortains network
connections for this computer, and &
wizard ta help pou create a new
connection

To create a new connection, click
Make Mew Connectlion.

Tao open a connection, click its icon.

To access settings and companents—
of a connection, right-click itz icon
and then click Properties

To identify your computer on the
rietwiik, click Metwork Ll

Identific:Ating

|3 obiect(s] A

Figure-4
B. Configure the PPTP VPN tunnel
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1. Right-select PPTP_to_Security-Router in the Network and Dial-up Connections
window and then select Properties, or selectProperties in the Connection dialog. It
will pop a dial-up tunnel configuration dialog like Figure-5

2. Select Security tab, check Advanced, and then select Settings.

3. Select Optional encryption (connect even if no encryption), for Logon security,
check Allow these protocols, enable Unencrypted password(PAP) and/or Challenge
Handshake Authentication Protocol(CHAP), select OK. Shown as Figure-6.

4. Select Networking tab, select Point-to-Point Tunneling Protocol (PPTP) for
Type of VPN server, select OK. Shown as Figure-7.

PPTP_to_Security-Router Properties 7| I
General I Options I Securty i Hetwarking i Sharing i

Host name or IP address of destination [such as microzoft. com or
123 45.6.78)

|21n_55.39.1|

i~ First connect

“Windows can first connect the public nebwork, such az the
Intermet, before trving to establish this wirtual connection,

[ Dial anather connection first:

I 7]

v Show icon in taskbar when connected

(0]:8 l Cancel |

Figure-5
1
Advanced Security Settings 2] x|
Data encryphion:
|F|equire enciyption [dizconnect if server declines) LI

— Logon secunty
" Use Extensible Authentication Protocal [E&P]

]l
Eroperties |

& pllows theze protocols
¥ Unencrypted password [PAP]
[ Shiva Password Authentication Protocal [SPAP)
I” Challenge Handshake Authentication Protocal [CH&F)
[ Mictozoft CHAP [MS-CHAR)
= Al elder ME-EHAR yersion for wWitrdows S5iseners

™ Microsoft CHAP Yersion 2 (MS-CHAP +2)

= Bor fd & EHER Basedipratonals, autamatical i Uss my
L Trnay e anarn name and passwond {and damair i ar]

Ok I Cancel
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Figure-6
PPTP_to_Security-Router 2] x|
Genelall Dptionsl Security  Metworking i Sharingi

Type of ¥PM server | am calling:
|P0int to Point Tunneling Pratocol [PRTR) :_1

Settings

Components checked are uzed by thiz connection:
-}'— MetBEUI Protocol

T Mwilink |P=/SP=/NeatBI0S Compatible Tranzpart Pro...
- Intemnet Protocal [TCPAP)
h; File and Printer Sharing for Microzoft Metworks

= Clignt for Microsoft Metwarks =l
Irstall... Uniristall Eropefties l
— Description

A non-routable protocol designed for use in small LAl s

Ok i Cancel |

Figure-7

I1. Setup Security-Router PPTP VPN Server

1. Main Menu=>VPN->L2TP/PPTP~> User Management, enter Alice’s name and
password (for the example, Alice/Alice) and the IP address assigned to Alice if you
want Alice to use static [P address in the local network. see Figure-8.

2. Main Menu—>VPN->L2TP/PPTP-> PPTP Configuration, select authentication
method you wish to use, and set the [P addresses range in local network you want to
assign to PPTP Clients.

3. Enable the PPTP Server.

Now Security-Router is waiting for PPTP Clients to build PPTP VPN tunnels.
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flain Menu = ¢ ed

L2TPIPPTP User Management
Add A New L2TP/PPTP User

Username Password Confirm Password Assigned IP Address

N | I | . S Add

Username Assigned IP Address
testpptp Dynaric assign Dielete

Bah 192.168.2.193 Delete

L2TP
PRTP

Figure-8

[lain Men
PPTP Server

PPTP Settings
¥ Enable PPTP Senver
PPP Authentication Method £ CHAP
* pap
 MS-CHAP
" MS-CHAP2
MPPE Encryption (only MS-CHAP2 © 40-bit
supported) 128 hit
LE:{"_:;:'I:ITFI : IP Address Range for Clients |192_153_3_55 e
PRTF [192 165 3 254
FFTP Anply |
Figure-9
[
I11. Build PPTP VPN Tunnel

From Win2K:

1. Start> Setting—> Network and Dial-up Connections > PPTP_to_Security-Router,
or Right-select [ My Network Places'| and select[] Propertiesand then double-
select PPTP_to_Security-Router. Win2K will pop a Connection dialog.

2. Enter ID and Password (for the example, Alice/Alice).

3. If you want Win2K to save your password, enable save password. After you have
connected to Security-Router using this L2TP Tunnel, Win2K will save your
password.

4. Select Connection.
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Then Win2K will pop-up message dialogs to show that you are connecting to Security-
Router. After connected to Security-Router Win2K will pop-up a success dialog as
Figure-10 and Figure-11.

Connecting PPTP_to_Security-Router...

i@'l R egistering your computer on the netwaork .
Lo

Carizel

Figure-10

Connection Complete m

gﬂ_l PPTF_ta_ Security-Rouer” iz now connected.
Lo

To check the status of this connection or disconnect, nght-click
itz icon in the Metwork Connections falder, or click its ican on the
tazkbar [if prezent].

¥ Do not dizplay this message again

Figure-11

Let’s see the final result shown in Figure-12.

| CAWINHTAS pstem32hemd. exe

Ping statistics for 122_168.3.1:
Packets: Sent = 1. Received = B, Lost = 1 <{188:x
Approximate round trip times in milli—seconds:
Minimum = HUms,. Maximum = @ms. Average = Hms
Control—C
G

Co~dipconfig
Windows 28080 IP Configuration

Ethernet adapter Local Area Connection 2:

Connection—specific DHSE Suffix
PRaRddBe s st ne sl th Ee BT RS
Subnet Mask . . . . . . . . . .
Default Gateway . . TR L

218.66.39.2
255 .255.255.8
218.66.39.254

PPPF adapter PPTP_to_SG38@5:

Connection—specific DNS Suffix

IP Address. - . - - o« = = =« = = 192 _168.3 .65
Subnet Mask . . . 255 255 _.255_255
Default Gateway . 192 _168_3_65

Figure-12
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Appendix C: Dynamic DNS with DNS Made Easy

Under the “Main Menu > Advanced > Dynamic DNS” page, you can bind your domain
name with a dynamic DNS provider. DDNS providers allow you to associate static
hostnames with a dynamic IP address, allowing you to use your dynamically assigned IP
address (from your ISP). This reduces the costs associated with static IPs. The InstaGate
supports two dynamic DNS providers: Dynamic DNS Network Services
http://www.dyndns.org/ and DNS Made Easy http://www.dnsmadeeasy.com/ .

Below is an example of setting up a DNS Made Easy account:

Step1 At first, go to the DNS Made Easy website to create your account.

| #BAED) [ ] hitp:hwvw dusmsdesasy.comvindex himl

=] onE [[Ee

DNS MADE EASY

Log In | Create Account

DNS

MADE
EASY

“Making enterprise
sServices an option
for the entire world.”

L T

'Enterprise Mail services.

DNS Made Easy is one of the largest
Backup Mail, POP3, IMAP,

service providers in the world and we
are passing the savings directly to you.
With vears of DNS experience and 100%
uptime history there is no wonder why
DNS Made Easy is the #1 choice for

ALOG IN

LCREATE ACCOUNT

L SER¥ICES / PRODUCTS
L PRICES

“L AFFILIATE PROGRAM
L RESOURCES / HELP

Webmail, SMTP, Mail Server
Forwarding....

Switch to DNS Made Easy to
handle all of your ernail
needs and start sawing. Mast

L POLICIES clients are saving over 200% companies today!

L ABOUT US by switching to DNS Made Create Account »
“L OTHER SER¥ICES Easy email services. Compare our prices »
& HOME Learn more

EA 'Find out ahout our products:
DNS MaDE =R JOManaged DNS - 100% DMS uptirne guarantes
\*Secondary DNS - extra DNS redundancy

1+Free DNS - free service to help you get started

Premium 1*Revenue Park- make money with free hosting!
1 B 1+DNS Failover - never have downtims again
1+System Monitoring - enterprise monitaring
MemberShlp | +POP / IMAP f Webmail - enterprise email

r+Backup Mail Services - email redundancy

| +SMTP Service - outgaing email service
I

Enterprise DNS! by {

. poee AN MUch more!
with 5 Name Servers! |
Unbelievable savings! ' DNS 100% uptime guarantee!

DNS Made Easy is so proud of it's record that
we have the best service level agreement in the
business. That is why all businesses that require
stable DNS decide to use DNS Made Easy. We
credit all accounts 500% of the downtime, ¥iew
our SLA here.

Purchase Now!
I S e
'
|Enterprise DNS services.
Use our domnains for free
(Free DNS) or configure

I
I
J
.
I
|
enterprise DNE for your ;

H

hitp A dnsmadeecasy. com/s0 306/prod fseedns html

l_’_|Q Internet

Step2 Follow the instructions and insert your information.
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| D I@ Tottps:furwes dusiad eeasy comdseryle tozermod ifvereate

User Information - Add New User

Instructions:

Please enter your user information,
vour email addresses will be sent a confirmation email, vou must verify your email address before you can
purchase any products. However you can start using DNS Made Easy's free services immediately.

Username:

New Password:
Re-Type New Password:
First Name:

Middle Name:

Last Name:

Email:

Country

Secret Question:

Secret Answer:

Company Name (if any):

TIRT. ihtin-/ e

|testd dns *
[ "
== "
[ *
|

[ "
[ *

Select Country =]

#

If you ever require a password reset over the phone then you must enter in
your secret question and answer, We will use this along with other information
in your account to verify your identity,

Step3 After you create your account successfully, the administrator of DNS Made Easy
will send you a confirmation email to your email address. Receive this email and enter

the confirmation.

DNS MADE EASY

Flease enter the correct usernarne and confirmation value.

Email Confirmation

Please enter your username and the confirmation code that was sent to your email.

Username:l

Confirmation [ane:!|

Step4 After confirmation, re-login their web site.
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Jﬁﬂt@) I@ hitp:fwwew dnzmadeeasy comdndes: himl

=] onE ||EE

LLDG IN
L CREATE ACCOUNT
L SERVICES / PRODUCTS
L PRICES

“L AFFILIATE PROGRAM
L RESOURCES / HELP
L POLICIES
L ABDUT US

"L OTHER. SERYICES

A HOME

DNS MADE EASY

“Making enterprise
services an option
for the entire world.”

oS

&
prise Mail services.

Backup Mail, POP3, IMAF,
Webmail, SMTP, Mail Server
Forwarding....

Switch to DNS Made Easy to
handle all of your email
needs and start saving. Most
clients are saving over 200%
by switching to DMNE Made
Easy email services,

Learn more

ot
'Enter

DNS MADE Easy

Membership

Enterprise DNS!

with 5 Name Servers!
Unbelievable savings!

Purchase Now!

Enterprise DNS services.
Use our domains for free
(Free DNS) or canfigure
enterprise DNS for your

. Premium

'
1
1
1
'
'
2
I
1
'
'
1
1
1
'

Log In | Create Account

DNS

MADE
EASY

i DNS Made Easy is one of the largest
 service providers in the world and we

| are passing the savings directly to you.
| With years of DNS experience and 100%
. uptime history there is no wonder why

. DNS Made Easy is the #1 choice for

! companies today!

! Create Account »
! Compare our prices »
'

1Find out about our products:

:OHanaged DNS - 100% DNS uptime guarantee
\+*Secondary DNS - extra DNS redundancy
1+*Free DNS - free service to help you get started
| +*Revenue Park- make maoney with free hosting!
1 *DMS Failover - never have downtime again
1#S5ystem Monitoring - enterprise ronitoring
\sPOP f IMAP f Webmail - enterprise ernail
'+Backup Mail Services - email redundancy

1 *SMTP Service - outgoing email service

1 -.-. and much more!

@ DNS 100% uptime guarantea!
DNS Made Easy is so proud of it's recard that
we have the best service level agreement in the
business. That is why all businesses that require
stable DMS decide to use DNS Made Easy, We
credit all accounts 5009% of the downtime. Yiew
our S5LA here.

| v

i

@ hitp:itwwew dnsmadesasy com/s0 306/prod/secdns himl

’_’_|Q Internst

DNS MADE EASY

LogIn

Username:

|testddns

Password:

=

Forgot your password? click here

Cancel

StepS After you login successfully, you need to register a dynamic domain name. Select

“DNS Made Easy Domains”.
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DNS MADE EASY

User: jake peng (testddns) IP: Z10.66.39.100

Main Menu News
Managed DNS Revenue Park Service
Manage your DME for vour own domain, Configure The Revenue Park Service has been opened to the public.
enterprise primary and secondary DMNS for your domain, Start making money from your unused domains today!

: Many users are now earning over $100 per day on their
Advanced DNS Settings unused domains. These are the largest payouts on the net.

Create record sets, S04 records, or allow additional
systems to allow transfer for your domains,

Secondary DNS
If you already have a primary DNS server and you just

Click here for more information.

New Support Center
Subrit vour trouble ticket or view our collection of already
answered questions at http:/fsupport.dnsmadeeasy .com

need extra redundancy. Click here for more information.

Revenue Park Service Domains Made Easy

Configuring and reporting your Rewvenue Park sites. Free To celebrate the release of the new services by DNS Made
hosting, free advertising, and we pay you! Easy, Domains Made Easy has slashed all prices on domain

reqgistrations. COM registrations are as low as $7.75! This is
a limited time special so renew or sign up for your domains
today!

Click here for more information.

Mail Services
Configue |_account forwarding, mail
Fver forwarding, and backup mal WEFS,

DNS Made Easy Domains
Use aur awn dornains for free to get youw website online
Il domains include free H irection.

Affiliate Program
Wiew your stats for your account or create a link to start
making money today.

Support Center
Fill out a trouble ticket if you have problems or questions.

Modify User Information

Manage your personal infarmation in DNS Made Easy.
Purchase / Upgrade / Renew

Upgrade your account or purchase new products,

Lz Off

Step6 Select the “Add Record” button

DNS MADE EASY

DNS Made Easy Domains

Instructions:

To add a new record select the appropriate domain and record type.
Click an the "Remove” link for that recard to rernove it fram the system.
Click on the record name to change the values for that record.

Tips and Tutorials:

What are these different record types?

What are DNS Made Easy domains?

Domain: [ERESTETNNG—_———— -
Record Type: [A - Main Menu
Add Record l

Name Value Rec. Type

There are no DNE Made Easy records configured,

Main Menu

Step7 Insert the name of the DDNS, for example “testddns.easydns.us”. Next, insert the
IP address of the InstaGate’s WAN interface. You can use the default value of TTL (1800
seconds). Last, select “Continue” and select the “Yes” button.



WAN Interface Interface Type FFPP-E
IP address 218.168.135.247
Default gateway 218 168,128 254
First DIE 168.95.192.1
Second DIE 168.95.1.1
WTTT 1492
B3 Bytes 536483
T Bytes 275834
PETP Clent Dizconnected
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DNS MADE EASY

Record Management - DNSME Domain easydns.us
A (Address) Record

Instructions:
Enter the name of the record. Leave it blank if you want to create the root record,

Enter the TTL of the record.

Check the Dynarmic DNS box if you want the record to be updated by the Dynarmic DNS clients,
Tips and Tutorials:

What is an A record?

What is a wildcard record?

How do I know my IP address?

What is a TTL {time to live)?

? Name: |testddns _ .easydns.us.
 1p: [218.168.135.047
7 TTL: | 1800
7 Dynamic DNS:

| (seconds)

Review of your configuration.
our record testddns.easydns.us.
will point to IP 218.168.135.247

and will cache for 1800 seconds.,

Continue ] ’ Cancel ]

Enter the IF of the recard. If yvour record is on a dynamic IP then you want to enter your current IP address,

Step8 Select the “DDNS ID” then it will show the Record ID of the
“testddns.easydns.us”. Please write this information down.
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DNS MADE EASY

Fecord medification request canceled.

DNS Made Easy Domains

Instructions:

To add a new record select the appropriate dormain and record type.
Click on the "Remowve" link for that record to remove it from the system.
Click on the record name to change the walues for that record.

Tips and Tutorials:

What are these different record types?

What are DNS Made Easy domains?

Domain: | easyins.us b

Record Type: [A 5
Add Record

Name Value Rec. Type
testddns.easydns.us. 218.168.135.247 4-DDNS ID Remove

testddns.easydns.us.
Record ID: 328469

vou will need this recaord 10D, along with vour username and
password for any of the DDNS update clients cornpatible
with DNS Made Easy's service,

Your username is! testddns
Your password is: <hidden for your protection>
Your Record ID is: 328469

You will also need to supply vour IP, but most DDNS clients
will do this for you,

vou can click here to view more information regarding
this feature.

Close

Step9: Set up the configuration of DDNS under the “Main Menu > Advanced > Dynamic
DNS “ page.

(Please ensure that you have clicked the “Enable” checkbox, and selected the DNS
Made Easy option in the pull-down menu)
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fain Menu mic OMNS

i

Dynamic DNS

Dynamic DNS Settings

Enable Dynamic DNS

Dynamic DMNS Senice |DNS Made Easy j
Dynamic DMNS Metwork Services website
(http:Awewnie. dyndns. orgd)
DMS Made Easywebsite
fhittp:fnninir. dnsmadeeasy. com/)

Host Mame or Record 1D !323459

Usernarme [testddns

Fassword Im—n—m

Apply |

Figure 144: Dynamic DNS Settings

Last, you select the “Apply” button. If the InstaGate gets the new dynamic IP, it will
update the IP information to “DNS Made Easy” automatically. You can see the update
information under the “Main Menu > Advanced > Status > System Log” page.

Mlay 20 07:41:23

| Iiay 20 07:41:14 | pppd[249] |[SGLO(35] primary DNS address 168.95.192.1

| Blay 20 07:41:14 | pppd[245] |[SGLOGS] secondary DNS address 168.95.1.1

| Ilay 20 07:41:14 | pppd[249] |[SGLOG?'] Script fetc/pppfip-up started (pid 301)

| May200741:07 || dns[329) [5GLOGE] using nameserver 168.95.1.1 port:53

| May 20 07:41:17 | dns[329] |[SGLOGE] using namesener 168.95.192.1 part:53

[ Mayzo07an1s || IKE[335] [5G 0T Task start

| MWay 20 07:41:23 | ddns [SGLOGRE] 218.168.135.247: The one and only good message. \
| |

pppd[249] GLOG?] Script fetc/ppp/ip-up finished (pid 3017, status = 0x0

Figure 145: Dynamic DNS Log Entry
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Appendix D: Documentation License

The software included in this device is licensed under the license of MontaVista Linux
which is subject to several public licenses, including the Free Software Foundation's
GNU General Public License (the "GPL") and its own proprietary licenses. Attached is
the GPL license text for your reference.

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple
Place, Suite 330, Boston, MA 02111-1307 USA

(Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is
not allowed.)

Preamble:

The licenses for most software are designed to take away your freedom to share and
change it. By contrast, the GNU General Public License is intended to guarantee your
freedom to share and change free software to make sure the software is free for all its
users. This General Public License applies to most of the Free Software Foundation's
software and to any other program whose authors commit to using it. (Some other Free
Software Foundation software is covered by the GNU Library General Public License
instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General
Public Licenses are designed to make sure that you have the freedom to distribute copies
of free software (and charge for this service if you wish), that you receive source code or
can get it if you want it, that you can change the software or use pieces of it in new free
programs, and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these
rights or to ask you to surrender the rights. These restrictions translate to certain
responsibilities for you if you

distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program whether gratis or for a fee, you
must give the recipients all the rights that you have. You must make sure that they, too,
receive or can get the source code. And you must show them these terms so they know
their rights. We protect your rights with two steps: (1) copyright the software, and (2)
offer you this license which gives you legal permission to copy, distribute and/or modify
the software.

Also, for each author's protection and ours, we want to make certain that everyone
understands that there is no warranty for this free software. If the software is modified by
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someone else and passed on, we want its recipients to know that what they have is not the
original, so that any problems introduced by others will not reflect on the original authors'
reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid
the danger that redistributors of a free program will individually obtain patent licenses, in
effect making the

program proprietary. To prevent this, we have made it clear that any patent must be
licensed for everyone's free use or not licensed at all. The precise terms and conditions
for copying, distribution and

modification follow.

GNU GENERAL PUBLIC LICENSE TERMS AND CONDITIONS FOR
COPYING, DISTRIBUTION AND MODIFICATION

1. This License applies to any program or other work which contain a notice placed by
the copyright holder saying it may be distributed under the terms of this General
Public License. The "Program", below, refers to any such program or work, and a
"work based on the Program" means either the Program or any derivative work under
copyright law: that is to say, a work containing the Program or a portion of it, either
verbatim or with modifications and/or translated into another language. (Hereinafter,
translation is included without limitation in the term "modification".) Each licensee
is addressed as "you".

Activities other than copying, distribution and modification are not covered by this
License; they are outside its scope. The act of running the Program is not restricted,
and the output from the Program

is covered only if its contents constitute a work based on the Program (independent of
having been made by running the Program). Whether that is true depends on what the
Program does.

2. You may copy and distribute verbatim copies of the Program's source code as you
receive it, in any medium, provided that you conspicuously and appropriately publish
on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to
this License and to the absence of any warranty and give any other recipients of the
Program a copy of this License
along with the Program. You may charge a fee for the physical act of transferring a
copy, and
you may at your option offer warranty protection in exchange for a fee.
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3. You may modify your copy or copies of the Program or any portion of it, thus forming
a work based on the Program, and copy and distribute such modifications or work
under the terms of Section 1 above, provided that you also meet all of these
conditions:

a) You must cause the modified files to carry prominent notices stating that you
changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in whole or in part
contains or is derived from the Program or any part thereof, to be licensed as a
whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively when run, you must
cause it, when started running for such interactive use in the most ordinary way,
to print or display an announcement including an appropriate copyright notice
and notice that there is no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these conditions, and telling
the user how to view a copy of this License.(Exception: if the Program itself is
interactive but
does not normally print such an announcement, your work based on the Program
is not required to print an announcement.)These requirements apply to the
modified work as a whole. If identifiable sections of that work are not derived
from the Program, and can be reasonably considered independent and separate
works in themselves, then this License, and its terms do not apply to those
sections when you distribute them as separate works. But when you distribute
the same sections as part of a whole which is a work based on the Program, the
distribution of the whole must be on the terms of this License, whose
permissions for other licensees extend to the entire whole, and thus to each and
every part regardless of who wrote it.

4. Thus, it is not the intent of this section to claim rights or contest your rights to work
written entirely by you, rather, the intent is to exercise the right to control the
distribution of derivative or collective works based on the Program. In addition, mere
aggregation of another work not based on the Program with the program (or with a
work based on the Program) on a volume of a storage or distribution medium does not
bring the other work under the scope of this License.

You may copy and distribute the Program (or a work based on it under Section 2) in
object code or executable form under the terms of Sections 1 and 2 above provided that
you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code,
which must be  distributed under the terms of Sections 1 and 2 above on a
medium customarily used for software interchange or,

b) Accompany it with a written offer, valid for at least three years, to give any third
party, for a charge no more than your cost of physically performing source
distribution, a complete machine-readable copy of the corresponding source code,
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to be distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange or,

c) Accompany it with the information you received as to the offer to distribute
corresponding source code. (This alternative is allowed only for noncommercial
distribution and only if you have received the program in form of objects code or
executable form with such an offer, in accord with Subsection b above.)The
source code for a work means the preferred form of the work for making
modifications to it. For an executable work, complete source code means all the
source code for all modules it contains, plus any associated interface definition
files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not
include anything that is normally distributed (in either source or binary form)
with the major components (compiler, kernel, and so on) of the operating system
on which the executable runs, unless that component itself accompanies the
executable.

If distribution of executable or object code is made by offering access to copy
from a designated place, then offering equivalent access to copy the source code
from the same place counts as distribution of the source code, even though third
parties are not compelled to copy the source along with the object code.

5. You may not copy, modify, sublicense, or distribute the Program except as expressly
provided under this  License. Any attempt otherwise to copy, modify, sublicense or
distribute the Program is void, and will automatically terminate your rights under this
License. However, parties who have received copies, or rights, from you under this
License will not have their licenses terminated so long as such parties remain in full
compliance.

6. You are not required to accept this License, since you have not signed it. However, nothing
else grants you permission to modify or distribute the Program or its derivative
works. These actions are prohibited by law if you do not accept this License. Therefore,
by modifying or distributing the Program (or any work based on the Program), you
indicate your acceptance of this License to do so, and all its terms and conditions for
copying, distributing or modifying the Program or works based on it.

7. Each time you redistribute the Program (or any work based on the Program), the
recipient automatically receives a license from the original licensor to copy, distribute
or modify the Program subject to these terms and conditions. You may not impose any
further restrictions on the recipients' exercise of the rights granted herein. You are not
responsible for enforcing compliance by third parties to this License.

8. Ifasa consequence of a court judgment or allegation of patent infringement or for any
other reason (not limited to patent issues), conditions are imposed on you (whether by
court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously
your obligations under this
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License and any other pertinent obligations, then as a consequence you may not
distribute the Program at  all. For example, if a patent license would not permit
royalty-free redistribution of the Program by

all those who receive copies directly or indirectly through you, then the only way you
could satisfy both it and this License would be to refrain entirely from distribution of
the Program.

If any portion of this section is held invalid or unenforceable under any particular
circumstance, the balance of the section is intended to apply and the section as a whole
is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other
property right claims or to contest validity of any such claims; this section has the sole
purpose of protecting the integrity of the free software distribution system, which is
implemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance
on consistent application of that system, it is up to the author/donor to decide if he or
she is willing to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to be a
consequence of the rest of this License.

9. If the distribution and/or use of the Program are restricted in certain countries either by
patents or by copyrighted interfaces, the original copyright holder who places the
Program under this License
may add an explicit geographical distribution limitation excluding those countries, so
that distribution is permitted only in or among countries not thus excluded. In such
case, this License incorporates
the limitation as if written in the body of this License.

10. The Free Software Foundation may publish revised and/or new versions of the
General Public License from time to time. Such new versions will be similar in spirit
to the present version, but may differ in detail to address new problems or concerns.
Each version is given a distinguishing version number. If the Program specifies a
version number of this License which applies to it and "any later version", you have
the option of following the terms and conditions either of that version or of any later
version published by the Free Software Foundation. If the Program does not specify a
version number of this License, you may choose any version ever published by the
Free Software Foundation.

11. If you wish to incorporate parts of the Program into other free programs whose
distribution conditions are different, write to the author to ask for permission. For
software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes make
exceptions for this. Our decision will be guided by the two goals of preserving the
free status of all derivatives of our free software and of promoting the sharing and
reuse of software generally.
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NO WARRANTY

12. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT
HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT
WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY
AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM
PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

13. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR
DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING
BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR
LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO
OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.



