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Before You Begin

A computer running Windows 98 SE, Windows ME, Windows NT 4.0 (service pack 6 or lat-
er), Windows 2000 Professional (service pack 3 or later), Windows XP Professional, Win-
dows XP Home Edition, and Windows XP Tablet PC Edition.

An active dial-up or broadband Internet connection.

A SonicWALL gateway running firmware version 6.4.2.0 (or higher), SonicOS 1.0.0.0 (or
higher), SonicOS Standard 2.0.0.0 (or higher), or SonicOS Enhanced 2.0.0.0 (or higher)
and configured for SonicWALL GroupVPN.

The SonicWALL Global VPN Client 3.1 program.
A Zip program for unzipping the SonicWALL Global VPN program files.

@ Note! For complete instructions on installing, configuring, managing and troubleshooting the
SonicWALL Global VPN Client, see the SonicWALL Global VPN Client Administrator’s
Guide.

Installing the SonicWALL Global VPN Client

The Global VPN Client uses an easy-to-use Setup Wizard to guide you through the installation
process. You can upgrade the SonicWALL Global VPN Client from an earlier version to 3.1
without uninstalling the earlier version.

Alert! If you are upgrading SonicWALL Global VPN Client from an earlier version to 3.1 and
want to use the Retain MAC Address uninstall feature of the SonicWALL Virtual Adapter, you
must uninstall the earlier version before installing Global VPN Client 3.1.

Alert! Installing the Global VPN Client on Windows NT, Windows 2000, and Windows XP
requires Administrator rights.

The following steps explain how to install the SonicWALL Global VPN Client program using the
Setup Wizard.

1.

Unzip the SonicWALL Global VPN Client program.

2. Double-click setup.exe. The Setup Wizard launches.
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3. Click Next to continue installation of the VPN Client.

4. Close all applications and disable any disk protection and personal firewall software
running on your computer. Click Next.
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6. Click Next to accept the default location and continue installation or click Browse to specify
a different location.

7. Click Install. The Setup Wizard installs the Global VPN Client files on your computer. After
the Setup Wizard installs the Global VPN Client, the Setup Complete page is displayed.

8. Select Start program automatically when users log in to automatically launch the VPN
Global Client when you log onto the computer, if desired.

9. Select Launch program now to automatically launch the Global VPN Client after finishing
the installation, if desired.

10. Click Finish.

Adding a VPN Connection Policy

The New Connection Wizard quickly guides you through the process of locating the source of
your configuration information and automatically downloads the VPN configuration information
over a secure IPSec VPN tunnel. You can configure your Global VPN Client for two VPN
connection scenarios:

* Remote Access - Choose this scenario if you want secure access to a remote VPN gate-
way from any wired or wireless network. The most common use of this scenario is when
you are at home or on the road and want access to the corporate network. You enter the
IP address or Fully Qualified Domain Name (FQDN), for example
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gateway.yourcompany.com, of the VPN gateway and the Global VPN Client automatically
downloads the VPN connection policy from the remote SonicWALL VPN gateway.
Alert! If you are configuring the Global VPN Client for Remote Access, make sure you have
the IP address or FQDN of the remote SonicWALL VPN gateway and an active Internet
connection or dial-up Internet access before using the New Connection Wizard.

» Office Gateway - Choose this scenario if you want secure access to a local
SonicWALL Secure Wireless appliance network. When you create an Office Gateway
VPN
connection, it appears as the Peer entry of <Default Gateway> in the SonicWALL Global
VPN Client window. You can use this single Office Gateway VPN connection policy to
roam securely across Secure Wireless appliance networks.

Alert! If you are configuring the Global VPN Client for Office Gateway, make sure your
wireless card is configured with the correct SSID information to access the SonicWALL Secure
Wireless appliance before using the New Connection Wizard.

Creating a VPN Connection Policy

1. Choose Start>Programs>SonicWALL Global VPN Client. The first time you open the
SonicWALL Global VPN Client, the New Connection Wizard automatically launches.

New Connection Wizard x|
‘Welcome to the New Connection

S Wizard

This wizard will quide you thiough the process of adding &
new cannection o your configuiation.

To continue, click Mext

ceach [HERTT  Cancel |

2. If the New Connection Wizard does not display, click the New Connection Wizard icon
on the far left side of the toolbar to launch the New Connection Wizard. Click Next.
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3.

4,

New Connection Wizard

In the Choose Scenario page, select Remote Access or Office Gateway and then click
Next. Click on View Scenario to view a diagram of each type of VPN connection.

|

Choose Scenario
To add & new connection you must cheose the scenario that best fits how you wil
be using this connection

&+ Hemate Access Wiew Seenatio

Chonss this scenaria if you want to sscurs accsss to a remote firswal. The most
common wse of this scenario is when you are at home or on the road and want to
access ths corporats netwark

' Dffice Gatsway Wiew Stenario

Choose this scenario if you want to secure access o a local firewall. The most
common use of this seenario is for securing a wirsless connection to & SonickW/ALL
TZw.

To continue, click Next

< Back I Mext > I Cancel

New Connection Wizard

If you selected Remote Access in the Choose Scenario page, the Remote Access page
is displayed. Type the IP address or FQDN of the gateway in the IP Address or Domain
Name field. The information you type in the IP Address or Domain Name field appears in
the Connection Name field. If you want a different name for your connection, type the new
name for your VPN connection policy in the Connection Name field. Click Next.

X

Remote Access
To use the remote access scenario, specify the gatsway's domain name o IP
addiess,

Specify the domain name or IP addiess of the secuiity gateway.
IF Aiddress or Domain Name:

*ou may also specify a name for this connection,

LConnection Name:

To continue, click Next

< Back I Hext > I Cancel
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5. If you selected Office Gateway in the Choose Scenario page, the Completing the New
Connection Wizard page is displayed.

New Connection Wizard x|

Completing the New Connection

S Wizard

“our new connection s ready to be added to your
configuration. You can set the follawing options for this new
connection:

[~ Create a desktop shorteut for this connection

[~ Enable this connection when the program is launched

To complete this wizard, click Finish.

<Back [ Fnth ] Cancel |

6. Inthe Completing the New Connection Wizard page select any of the following options:
Select Create a desktop shortcut to this connection, if you want to create a shortcut
icon on your desktop for this VPN connection.

Select Enable this connection when the program is launched, if you want to
automatically establish this VPN connection when you launch the SonicWALL Global
VPN Client.

7. Click Finish. The new VPN connection policy appears in the SonicWALL Global VPN
Client window.

Enabling VPN Connection

To establish a VPN connection using a VPN connection policy you created in the Global VPN
Client, follow these instructions:

w Note! If you selected Enable this connection when the program is launched in the New
Connection Wizard, the VPN connection is automatically established when you launch the
SonicWALL Global VPN Client.

1. Choose Start>Programs>SonicWALL Global VPN Client to launch the SonicWALL
Global VPN Client. The SonicWALL Global VPN Client window is displayed.

2. Double-click the VPN connection policy or right-click the VPN connection policy icon and
select Enable from the menu.

3. Depending on the attributes for the VPN connection policy, the Enter Pre-Shared Key or
the Select Certificate dialog box may appear. See “Entering a Pre-Shared Key” on page 7
or “Selecting a Certificate” on page 8 for instructions.
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4. The VPN gateway prompts you for a username and password for authentication. In the

Enter Username and Password dialog box, type your username and password. Click OK
to continue with establishing your VPN connection.

gateway.sonicwall.com |

Enter Username and Password

This peer requires that you log in with a ussmams and
password,

Please enter pour username and password assigned to pou by
your network administratar.

Usemame: |

Passward: |

(&) The peer doss not allow saving of usemame and password

Carcel

5. If the VPN connection policy allows only traffic to the gateway, the Connection Warning

message appears, warning you that only network traffic destined for the remote network at
the other end of the VPN tunnel is allowed.

Connection Warning |

Enabling this cannection wil black all traffic that does not get sent to
the peer. This means that you may no longer be able ta browss the
Internet, share local files. ete. Do you want to conlinue?

Ho

I 1f yes, don't show this dislog again

6. Click Yes. Your VPN connection is established.
Entering a Pre-Shared Key

If no default Pre-Shared Key is used, you must have a Pre-Shared Key provided by the gateway
administrator in order to make your VPN connection. If the default Pre-Shared Key is not
included as part of the connection policy download or file, the Enter Pre-Shared Key dialog
box appears to prompt you for the Pre-Shared key before establishing the VPN connection.

Enter Pre-Shared Key: 10.0.79.229 =]

(=) Enter Pre-Shared Key
The pre-shared key for this connection appears to be

Incoret

Enter the pre-shared key for this connsction as specified by your
network administrator.

Pre-Shared Key: ||

I~ Donit hide the pre-shared key

K Cancel

1. Type your Pre-Shared Key in the Pre-shared Key field. The Pre-Shared Key is masked for
security purposes.

2. If you want to make sure you're entering the correct Pre-Shared Key, check Don’t hide the
pre-shared key. The Pre-Shared Key you enter appears unmasked in the Pre-shared Key
field.

3. Click OK.
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Selecting a Certificate

If the SonicWALL VPN Gateway requires a Digital Certificate to establish your identity for the
VPN connection, the Select Certificate dialog box appears. This dialog box lists all the
available certificates installed on your Global VPN Client. Select the certificate from the menu,
then click OK. If you have a certificate that has not been imported into the Global VPN Client
using Certificate Manager, click Import Certificate.

Select Certificate: 10.0.79.229 ]

Select Certificate
This connection requires a certificate for authentication.

Select the celficate to use as your identity for this cannection as
specilied by your network administiator

Wiew Details

IF you have the certficate you wish ta uss for your identty but it is
nat alieady in the cetiicate st you can impart it here

Impuoit Certificate. .

wgham Pac Bell, Belingham Pac Eell Cofhd

Cancel

& Note! See the SonicWALL Global VPN Client Administrator’s Guide for more information
on using the Certificate Manager.

Disabling a VPN Connection

Disabling a VPN connection terminates the VPN tunnel. Right-click the VPN connection policy
in the SonicWALL Global VPN Client window, and select Disable.
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